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Abstract ducing end-to-end performance degradation due to database
overload or incompatibility. Existing solutions that efab
We present SPIRIT, aService for Providing maintenance support to provide more elaborate resolutions

Infrastructure  Recommendations  for Information to the customer are primarily directed at specific resolu-
Technology. SPIRIT allows maintenance support providerstion niches. For instance, performance problem resolu-
for Small-to-Medium Businesses (SMBs) to recommendtions focus mainly on run time provisioning [5], capacity
solutions which are standardized (SMBs usually cannot planning [9, 10], or limiting traffic access [7, 8] in order
afford customized IT solutions), flexible (accommodatimga to satisfy the service level agreements for the incoming
much as possible the customer’s existing IT environment),traffic. Solutions related to cost-effective resolutions f
and cost-effective (minimizing the cost of upgrading the cus on optimization through server and storage consolida-
customer’s environment). SPIRIT works by first aligning tion [6, 12]. There are many approaches to problem reso-
the customer’s IT infrastructure with a “template” describ  lution and cost optimization, however these do not provide
ing the best practices recommended by the maintenancex holistic maintenance service approach involving mutipl
support provider. Then, the aligned environment can be up-resolution types for a given problem, nor do they optimize
graded by choosing from a standard set of well understood,across different resolutions. Maintenance deals with a&wid
highly automated (and therefore economical) options. In range of problem resolutions and what is needed is a way
this paper we present the framework of our solution. of comparing different possible resolutions in terms ofithe
cost, benefit and risk, for both the customer and the mainte-
nance support provider.

This paper seeks to address these issues. Specifically,
methods are provided which examine failure notifications
(both proactive and reactive), resolution rules, depeogen

A Small-to-Medium Business (SMB), defined as having constraints between IT subsystems, IT product costs, and
less than 1000 employees, usually cannot afford the ele-hest practices IT infrastructure templates to (1) optinfize
vated cost of highly customized IT applications and infras- the customer the cost-benefit ratio of the resolutions sug-

tructure. If an SMB customer needs to modify their IT in- gested by the maintenance provider and (2) minimize the
frastructure in order to correct a problem, or to maintain seryice cost for the maintenance provider.

or improve over-all service availability and quality, thei

IT maintenance service provider needs to recommend so-, - . .

lutions that (1) minimize the risk of unavailability by mini 2 Providing cost-benefit recommendations

mizing the number of changes needed in the customer’s en-

vironment and by increasing automation, (2) maximize the =~ SPIRIT, our methodology for providing the customer

benefit of applying the resolution, and (3) can be shown to With optimal recommendations, includes teff-line proce-

be cost-effective for both the customer and the maintenancedures and twan-line procedures. The off-line procedures

service provider. collect and pre-process data that is then used in the on-line
In the past, IT maintenance service providers’ efforts Phase.

were mostly related to fixing their customers’ hardware and

software problems in isolation. Modern enterprise envi- 2.1  Off-line procedures and golden tem-

ronments increasingly demand more sophisticated support plates

that considers the whole IT infrastructure and its interde-

pendencies. For instance, in a multi-tier e-commerce sys- The two off-line procedures amllect and pre-process

tem, upgrading the application server may benefit the appli- (see Figure 1). The data gathered duringtbbect phase

cation business logic and fix its issues at the risk of intro- include (i) remedies recommended to solve known prob-

1 Introduction
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Figure 1. SPIRIT includes two off-line procedures and two on -line procedures.

lems — these can be obtained from manuals [3, 4], web of equivalence rules that indicate which products provide
sites [1], or forums [11], (ii) costs of the products suppdrt  similar functionality. Examples of classes of equivalence
by the maintenance service provider (these costs, which in-rules are: “Web application servers are: WebLogic, JBoss,
clude direct costs like product cost, operations cost, ad-JRun, Tomcat,” “Database servers are: DB2, Access, dBase,
ministration cost and change cost, and indirect costs like MySQL, Oracle, SyBase.” In Figure 2, the nodes clustered
downtime cost, are typically available for TCO calcula- together belong to the same class of equivalence.
tion [15]), and (iii) IT constraints and dependencies known  The second off-line procedure jge-process Here the
to exist between products supported by the maintenance sereperations for performing common tasks such as software
vice provider. products installation, configuration, upgrade, migratoi

The collectphase is also used to build an IT configura- troubleshooting, particularly for simple problem resolu-
tion template describing a specific aggregation of best-prac tions, are standardized and automated — this is the advan-
tices IT configurations recommended by the maintenancetage of having a GT instead of customized IT solutions,
service provider, which we refer to as a “Golden Template” since the automated operations can be made cost-effective
(GT). A maintenance provider may use different GTs, in- and their benefit evaluated. It is only because the GT re-
dividualized per industry or per customer type. Figure 2 ducesthe number of possibilities so drastically that ivese
illustrates a simplified GT. feasible for us to consider automation of all these tasks. Do

A GT includes IT dependencies and constraints that re-ing this in thepre-procesoff-line procedure, prior to run
flect the best practices configuration templates supposted b time, reduces the run time labor cost of the maintenance
the maintenance provider. The bold nodes in Figure 2 iden-service and the time to repair the problem.
tify the products supported by the maintenance provider
considered in our experiments. Examples of GT products
and their dependencies are: “Web application server M
version a.b.c works with database server N version x.y.z";  The core of SPIRIT consists of the two on-line steps,
“Web application server M version a.b.c works on Linux align and select— see Figure 1. The on-line procedures
Suze version n.m.” The solid arrows in Figure 2 indicate take place after a problem reported by a customer (or, proac-
such configuration dependencies. Lack of an arrow indi- tively, a potential failure) has been identified and the root
cates either an unfeasible configuration or a constraint on acause determined. In the first step SPIRilignsthe cus-
potential dependency that is unsupported. Note that not alltomer’s current IT infrastructure with the maintenance ser
valid dependencies and constraints are shown for visibilit vice’s supported products by making the customer’s infras-
reasons. tructure consistent with the provider's GT, using the mini-

A special type of configuration constraints are the classesmum number of changes and taking into account any special

2.2 On-line procedures and cost-benefit
optimization



Figure 2. Example of Golden Template as a specific instantiat ion of best practice IT infrastructure.

customer restrictions. This optimized migrationistheonaj 3.1 Notation
challenge for the maintenance service provider because of

the multiple potential customer restrictions, e.g., miaim We represent our universe of objects ds= |J, C;,
costs of changes, minimum or no changes of the productswhere theC; are pair-wise disjoint classes. Each class rep-
directly related to their applications, software restdos, resents a set of objects that can be substituted for one an-

etc. Moreover, this optimization is the key enabler of the other and designates a class of equivalence as described in
optimized remedy recommendations service since it makesSection 2.1.

possible the use of the automated remediation operations We are giventhe GT graphl = (V, E), which expresses
built off-line for the GT. the relationships between objectslin An example of such

Note that most IT infrastructures rely on redundancy at & graph is given in Figure 2.
any of the stack layers, e.g., application, middlewareghar ~ We are also given the customer environment as a graph
ware. In such cases, we consider for the migration opti- S = (V', E’), whereV" is the seti” with some objects ap-
mization only the base pattern of the IT infrastructurepwit ~Pearing zero or more times. Thatis, for any nede V, v’
unique products, rather than the whole IT environment with may havek copies of this node representedus. . ., v*,
duplicates. The results of the alignment are applied seam-for somek. We will refer to these as separatestancesf
lessly to all the infrastructure products, duplicates axno  the same object. Since a particular product may appear sev-

The second on-line step consistssaflectingfrom the eral _tlmes in the customer enw_ronment_ (e.g., there may be
multiple identified resolutions for all target infrastruces ~ Multiple copies of WAS v6 running on different machines),

the optimal ones, from a cost-benefit tradeoff perspective. W& US€ this concept of instances to distinguish them. The
The advantages of our solution for the customer are thatdependencies in the customer environment can be obtained

for each resolution option the recommended resolution is USiNg an automatic dependency discovery tool [2].
optimized with respect to the cost and benefit of the reso- ObJeCtS_ within ac_lass can t_me S_UbSt'tUted forpne another,
lution. The advantage of our solution for the maintenance 2nd for this we define gubstitution cost functioalled

support service lies in reducing the maintenance cost by firs ¢ © V X V' — R, wherec(vy, v2) = oo for vy andv; in
aligning the customer's IT infrastructure to one of a linite  SeParate classes. The substitution cost is computed by tak-

number of best practices templates and then applying thdng into account all relevant costs, such as product costs,

chosen resolution using a standardized, highly-:’;lutomatedawlm'msf[ratlon costs, downtime COStS; and weighting them
and hence inexpensive process. appropriately to reflect the customer’s preferences or cri-

teria of optimization. We extend the cost function to the

domainV’ x V', treating each instance identically to the
3 Formulation original.

Lastly, we have aredge cost functiom : V' x V' x
V x V — R which represents the cost of replacing a link
In this section we formally introduce the notation and between two objects in the customer’s current environment

formulate the problem of aligning the customer’s IT envi- by a link between two objects in the GT.
ronment with a GT. Note that the substitution and edge costs are among the



data collected in the off-line phase of SPIRIT described the reliability of the customer’'s environment and reducing

above. the maintenance cost.
The advantages of SPIRIT for the customer are that for
3.2 Problem Statement each resolution option the recommended resolution is opti-

mized with respect to the cost and benefit of the resolution.

Our goal is to transform the current customer environ- The advantage of SPIRIT for the maintenance support ser-
ment graphs to a target grapl” by replacing some vertices  vice lies in reducing the maintenance cost by first aligning
in S by objects in the corresponding class. The constraintthe customer’s IT infrastructure to one of a limited num-
that we place upoff is that every edge in it must also be ber of best practices templates and then applying the cho-
an edge in the GT grap&f. Our goal will be to find the  sen resolution using a standardized, highly-automateti, an
minimum cost transformation (assuming that one exists).  inexpensive process.

More formally, we want to find a functiofi : V! — V
that re-labels the vertices 6fin such a way that, for every
edge(vy,v2) € E’, we have thatf(v1), f(v2)) € E, and
such that the total cost
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