US007673038B2

a2 United States Patent 10) Patent No.: US 7,673,038 B2
Alvisi et al. (45) Date of Patent: Mar. 2, 2010
(54) METHOD, APPARATUS AND SYSTEM FOR (52) US.CL .o 709/224; 709/223; 709/227,
MAINTAINING CONNECTIONS BETWEEN 714/4
COMPUTERS USING (58) Field of Classification Search ...................... None
CONNECTION-ORIENTED PROTOCOLS See application file for complete search history.
(75) Inventors: Lorenzo Alvisi, Austin, TX (US); (56) References Cited

Thomas Charles Bressoud, Summit, NJ
(US); Ayman M. El-Khashab, Austin,
TX (US); Phoebe Kay Weidmann,
Austin, TX (US)

(73) Assignee: Alcatel-Lucent USA Inc., Murray Hill,
NI (US)

(*) Notice: Subject to any disclaimer, the term of this

patent is extended or adjusted under 35

U.S.C. 154(b) by 1521 days.

(21) Appl. No.: 10/918,576

(22) Filed: Aug. 12,2004
(65) Prior Publication Data
US 2005/0027859 Al Feb. 3, 2005

Related U.S. Application Data

(62) Division of application No. 09/764,247, filed on Jan.
17, 2001, now Pat. No. 7,213,063.

(60) Provisional application No. 60/176,522, filed on Jan.

U.S. PATENT DOCUMENTS

5,796,934 A * 8/1998 Bhanotetal. .................. 714/4
6,018,805 A * 12000 Maetal. .....coeoiiriinnnin. 714/4
6,330,690 B1* 12/2001 Nourietal. . ... 709/223
6,351,487 B1* 22002 Luetal. ......ccooovrnnnnn. 375/225
6,457,050 B1* 9/2002 Cowanetal. ............... 709/224
6,618,817 B1* 9/2003 Armstrong ..........coeeeee.. 714/4
2002/0078208 Al* 6/2002 Crumpetal. .. ... 709/227
2004/0268175 Al* 12/2004 Kochetal. ......ccceeeennnnl 714/4

* cited by examiner

Primary Examiner—Hassan Phillips
(74) Attorney, Agent, or Firm—Carmen Patti Law Group,
LLC

(57) ABSTRACT

The present invention provides a system, method and appa-
ratus for maintaining a connection between a server and a
client by receiving a message, determining whether to store
one or more elements of the message, storing the one or more
elements of the message when the one or more elements of the
message are to be stored, transmitting the message, and deter-

18, 2000.
’ mining whether the server has failed and when the server has
(51) Int.CL failed, restoring the server to a pre-failure connection state
GO6F 15/173 (2006.01) using the one or more stored message elements.
GO6F 15/16 (2006.01)
GO6F 11/00 (2006.01) 14 Claims, 14 Drawing Sheets
2021 Local Site 200
C r's
20, 8
P t—~2/0
& Process h
]
2
———————————— Remole Site
206 —+ , zo0¥
_{_{ Norh Side
243 Wrapper ( \
\ 41 220
A
212~
Connection
s Oriented Log Server
@ | Protocol Layer
]
B el
E /
Q
Wrapper
214 Neiwork
Connegction




U.S. Patent

Mar. 2, 2010

Sheet 1 of 14

US 7,673,038 B2

Client
FIG. 1
(Prior Art)
K 120
Server Client
100 \ 106
/138
130 4 Process Layer < ~— Process Layer I3
North Sid h [ North Sid
orth Side o ide
142 { l Interface T l Interface T } 146
. \ l
Connection-Oriented 136 Connection-Oriented L /2
126 T Protocol Layer —— > Protocol Layer 5
4 ~
i South Side South Side |44
|40 - L Interface Interface
1224 Network Layer «—— 2% > Network Layer + 124
FIG. 2

(Prior Art)



U.S. Patent Mar. 2, 2010

Server
150

/S, — Process Layer

(- l North Side T h

140 + @orth Side Wrappeﬁ/— o4

L l Interface I )

Connection-Oriented
/5% T Protocol Layer

( l South Side T )

=~ [62
(56 —+ [South Side Wrappej/
L l Interface f )

Network Layer

152 -

FIG. 3A

Sheet 2 of 14

Server

US 7,673,038 B2

Process Layer

( .
North Side
L Interface

: North Side Wrapper +~—T— (8 ¢
Connection-Oriented L 17¢
Protocol Layer
| South Side Wrapper —1 182
( Sevth Side 17¢
Interface
\
Network Layer T172
FiG. 3B



US 7,673,038 B2

Sheet 3 of 14

Mar. 2, 2010

U.S. Patent

aoedg |au13))

uoldsuu0)

NIOMION

]

Jansag 6o

p”

Jaddesp
epIs yinog

1ake j020j0.d
pajusio
uoNoaUL0Y)

g¢ T

n(‘&N

442 ——T \. ) Jaddespp 247
Kioway eiqe1g opIS UUON
 pez
goedg Jasn mm_coo._n_ 1] ¢z
o
1
N
ZET
ogz” .
ay "'old

UojII8ULUOD
YIOMISN bl
Jaddesp
( \ episyinog J < 3/ T
[1]
\ 3
@
T S
sefe j0o010d | B
Jeneg 6o pawspo | &
uoHIBUUOD
] —Z1Z
wl
027 +—7 /
\ / Joddeip oz
9pIS YUON
s0z” <—80z
L I e
c
17
1
$59901d »
orz—1 ®
m o 8N
0oz oz
oIS [ed07
vy "Old



US 7,673,038 B2

Sheet 4 of 14

Mar. 2, 2010

U.S. Patent

425 225 ,ozf 915 N5 LHE
1 3 ] L Ll 4 !
NId NAS 1SY HSd WOV oun
S 14 € k4 [}
] 3 ' 13 ]
(Aue j) meg
| PRy 2 4
$£5 -4 Buipped suondo A-ZLE
ogs Ja)u0d abin wnsxoay) 432
: - ZIg
yBua "ol £
925 2ZIS MOPUIA poniasay | oo, agEn
18peeH
Jogquinp juswabpajmouoy 4-got
1aquinN souanbag) {-90¢
$ 0% + Hod uoneunsaqg y0d 621n0g Lzos
1 0890 29SS ¥»¥cCZ1t 0608 LL9SPrcZioeetlassrcio
c¢zezzzzzTITITZLLELLELYL LLELD)LOODOOOODODOO
oos S (wv Joud)

G "Old

UojI8LUDY uoyosuuo) J 1oLz
$9z4—1 Y1oMIBN MJOMION
Jeddesm R Joddesp L pLZ
897 opisuinos /x| z4z” epIS UINos x
[+]
S 3
@ £
Jake joo0j0d | B soke j000j101d | &
poweno |8 powauo |9
287 +—1 uojaeuuo) uolI8UUDD 2l
oLz soddespy Y soddesp 427
9pIS YHON It 2 pIS UUON
0gz 4~ L az
2ez-4—1 ssecoid ..NV g9z —t sseo0id g
w
Q
IR A o & *L &N
/ Czaz
$9Z o)s Aepuodseg oyg Aewid
>
@?Z oy 9ld



US 7,673,038 B2

Sheet 5 of 14

Mar. 2, 2010

U.S. Patent

u "
3
o
H
3
4 A
[} 1 3
1 8
] 3
w a
28+ wovias w..
zshb+ | F5hyov w 2
N :
1 ¢
" o=y Ou WAS N
s .
. GBHNIVNAS rZh 1|
s o "
2ZF 1 | b . 24 nas 1
NAS ) " —P
3 i Y 1% prowpos
: 3 0/ P (enwsed) Usdn
1 A 221 °
ozy 4 N
30+ 204 $ob zo¥
._c>m._a_wwo~o._m uoNaUU0D Jede joo0l0id $s890Jd
aND YomjaN pajusu-uojlosuuo) Janeg
(uv Jopd)
9 '9Ol14



US 7,673,038 B2

Sheet 6 of 14

Mar. 2, 2010

U.S. Patent

] ]
a u
m A5 ©EQ + NIV i
) :
8 $. G4 ©ea « ¥ov M
1 1
: :
g ¥4 ..mml 8% | T 5b pus
90+ T 0p
..m»a._a_wmo«o._& uojosuU0D) ?<wo:& 1ede |j0o010)d $5320Jd
sl }OMJeN 6 *9ld PajuUsuO-UO}}IBUUOY) JLINETS
j [ |
: g
H H
S 1y H
A 0.5% Mov 3
v v
: :
54 (D S sov 954 rul
Lnd $04 tob
JakeT j0d0j0id co__NmNcoo (Wy Jojid) Jake |000j0id $83201d
jusijo YIOMION g ol pajusu-uoRIBUUOD Ionieg
1 )
o [
H H 244 =ra
5 s
' 1
: il eea ‘
| Pt H
s Z b e1eg H
3 2
NM.VnﬁI gep+ o4 anpoay
eos Dot +ob zoj
1afe jooooid uonIauU) Joke j090j0id ss8901d
waln YOMION pajuoLID-Uo)I3ULDD) Janeg
(uv sopd)
L7914



US 7,673,038 B2

Sheet 7 of 14

Mar. 2, 2010

U.S. Patent

H ]
3 0
: :
s °
e —— 9941 °
L b 1es3y —
H b 1esey :
3
304 90+ +ol zob
Jake j000j01d uonaUU0YD Jaken [020)01d $59201d
uald NIoMisN pajusuO-uonIauuond JOAIDS
(uv Joud)
Ll "OId
o] 1
3 Q
§ 3
zobt5 H
2 1
¢— —————— Qb +°
034 MOV NI4 . -
R 424 yov N .
v Ly N4 R
" NI Nuh \ !
—
oLt yov Nig
L ———tgag"
P v > oLt
] 2%
. 2 N3 —
3 094 N4 H
284 + WN.&‘\H.A 25¥ eson
30+ 764 ok Tay
19hen j0o0j01d UoHIBUUDD Jake jo20j01d $$98201d
Wsto JIomieN PajuslIO-uoHI2UU0Y JETNT-To
(ny Joud)
01 914



US 7,673,038 B2

Sheet 8 of 14

Mar. 2, 2010

U.S. Patent

[ [ H
H
s
a 1
3 1
H ]
1 v
' 1
1 S o + Qh
9 3
u z2%¢ i
3 ols NOV NAS
a
855 HOV NAS 3
755 7 nlul MOV NAS " \..
-/ 3
4 55 MOV NAS a
T5S MOV NAS « Y
L] N
o.f§ Nexdn egers : A
1 N
32 Boq
u B o mans Lags
s 355 MOV NAS —
m _ NAS 245
ol ¢ neodn siges
|...|||.IL N
a5 § ol wey) 6oy w
> 8
UO23UU0Y) BZjENY)
rES5 4 755 1S " 575
— NAS
87> p \|I||i
NAS rzs+ $ZS peuadQ) 103005
" 1 pousdo 1epos
1 §-—
s 31 (onsseq) uedo as
1 . 8/5 (onsse ) ued
OMML{,| L ozs4$ 1s6ed) uado
a
s x5 0/5 €05 205 3 209
Jafen |000)014 uoNdsuUU0) Jaddeipp Jonog Joke- joo0j0.d Jaddeipp $5900.1d
(V=1 WIOM)BN apIS yinog 6o pajusi-uoN2dUU0Y) 8pIg UHON 1oA18G
TAN O E



US 7,673,038 B2

Sheet 9 of 14

Mar. 2, 2010

U.S. Patent

] — —
8¢S ,
0o ——Mm—} |—————] v o
3 ejeq + (BIGEISINOV 2% " H
H Allr Y s
H e1eQ « (PIGRISINOV 0 i
o A ’
m $4.5 €120 + MOV s
: s | 245 puag
3 3 ¢4—
1554 | | 4351 o6 pues
Gl ‘ol
P o
3 3
H PGS AV 1 H
$ v 1
A 975 YoV n 3
v 45 wedneges | 9 v
1 1
S zas v N s
23s+ | | st
i "Od
— i —
N
0 0 ags eea
3 3
. Y] 9 Seeo
1 ' ]
1 95 eeq 1
q 9 ]
H #.S eeq 601 v M 9
H n Ll 8%
3 TLS ereg H 3 BA1900Y
35  —— N Sﬂll
ST weg a7 § | ] P51 25 enaoay
s /s ols Bos %08 .S 205
Jake j0o0j01d uond3uuDYH Jaddespp JoAIag JaAe] |020j0sd Jaddeipp $59301d
weid YIOMIBN apIS yinog 607 PaUBU-UOII3UUOY) 8pIS YUON Janeg
£} O d



US 7,673,038 B2

Sheet 10 of 14

Mar. 2, 2010

U.S. Patent

| B
3
s a
o 3
1 s
2 [
esS7-1_ | 2
¢ | ————
L2 MOoviNd 847 Ry Y
MOV Nid ++9 |
YoyN [~
op? 74 N
NIJ
889 g s
1 N
v |e— —
M 05D W $ £9 - MOV Nid
MOV NI3 m X
7 »ov v
Tf?2 iy gt 929 u v
MOV NIJ rreadn eiqels zz9
+Z% yov N 0z 9 eq
G~Q eeq
°r - ejeq + OV
—————— ———
809 NI3 #9 719 ereg 607
e
9 e1eqg + OV
N QQQ &+
s LI 907 ni4 g |
s | meq s yov " N3 09 [N m z09
v 44—
1 H (1euvoN)esoiD 099
¢
3 v {1lewwoN)esolD
) !
155t | L ¥ |
d z/5 o/5 805 405 05 z05
Jafen _mweoi uolN98uuo) Joaddeipp JOAIBg Jofe] j020101d saddespp $5920.d
W3l HIOMISN 8pIS yinos 6o pejusuQ-uoiosuU0) ©pIS UUON Joneg
9} 'Old



US 7,673,038 B2

Sheet 11 of 14

Mar. 2, 2010

U.S. Patent

—
o
3
H
12
! vy
Al L4
o[ (prwr)awdI
1
€
3
72554
»15 z18
s9fe [000}014 uoIjoauuo)
i) HIOM)BN
|
a
3
H
S
|
1
-]
v
1
<
3
V58 T
bt S r 433
19fe joo0j01d uoI23UU0Y)
wald YJoMBN

|

J a
3
]
L]
1
: 171
< " g
44710500 ¥ u L]
‘I|||.|.||_
" ' yoav 049
v Ml uoqy
o
$2515
7z 205 S <05
Baﬁﬂ? ._omw%w Jofe [020)01d Jaadespp §59904d
apIS yinog 6o pajusuQ-uoldauUU0) BpIS YHON Janes
8l "Old
B (o]
3
1)
[+]
1
1 85712
< " H
959 N4 v : +59
N ¢
!| Grewouqy)esord z$)
“
v (reunougy)esod
1
|| o513
015 805 905 05 05
Jaddeip J9MI9G Jake 10001014 Jaddeip $S9201d
apIS yinog 601 PajusIIO-UoHI3UUO0Y) 3PS YUON JoAIag
AN E |



US 7,673,038 B2

Sheet 12 of 14

Mar. 2, 2010

U.S. Patent

 — = 1]
gEL , eje) + a
W\'il — 3
(s19e1S)DV PeyIpoi elEQ + €L y m
(s1gEIS)I0V PeyIPoN $52 o M
2
wegesoy N3 i o€l
‘lll'l’
z8L F— m pues 8z!
H Qze eleQ oGels
€jeg eiqes
¥z L pues
Zl Me €eg oqeis
—/ 814
(o19e1S)MDV Sipowad oz i weq egers
(e19e3S)OV vlpoyed jsenbey pesy 1L
5 > 312 e
" 8008y
] =Eeq wodpeud
) JoL “M_h olL
M oL (Vi) 2 e1eq wdpsyd
s ———1—» 8b7 ¢
3 OV %9 |
1 ovinas 3
o
Z oL
‘ p 42 "
(e1amshioV d1popad ool WOV NAS s
(e1ge1S)MOY 3ipoped 249 —
N
0L T NAS H g9
$89 0 H L9 peusdo 19005
>
489 eleq ! U7 T { peusdoiepos
-t ————® 99 H P re—
eleg SUoNdeULUOD %mN
BAIRY JO 15T w ] (emssey) uadD
755 1 3
L 797 | |
+15 zis olg 205 205 3 oS
Jafe 0001014 uonYauU0Y) Jaddeip Janeg J9fe] j000)0)d Jaddeip $53901d
walD WOM)BN apIs yinog 601 pajusU-uoosuU0) BpIS YUON Joneg
61 "OId



US 7,673,038 B2

Sheet 13 of 14

Mar. 2, 2010

U.S. Patent

eleq +
q.“d'ltl‘ f— o/l N J .U
2 (e1gBIS)HDY PByIPOW eieg + 0 3
H (o19R1S)NOV PaUIPOW 8¢ 3 M
A} A
s i m puos +IL
‘Illlll
3
4s5S 1| zeL 1| 2421 | pues
$/5 z/S a1s 805 90% $0S 205
[AANI I E]
S le———1———— 0 Iwg
H Z9Z2 3OV peypon 022 3 "
S
! MOV PoyIPON 852 2 1
Q ] )
v Hreadn) ejgers 2 v
1 ¢ 3 "
B 952 sov 3
1554 262+ _| a9t
+15 /s 0/$% o5 908 pos T05
¢ "Old
[ ] ¥si__,
0 o oS 9 st zeg
" 3 | =1ea + weusbes | ¥ eeq
: x ayIPOW > 1
“ g+L [+ P q
v A4L ejeg 6o 3 1 Zhl
‘|||||
H $4L ®leg 3 3 8Aj00BY obL
F——r—» ——————————————
1551 | eleq 184 ar¢lrr| . eAjBIaY
e .
# S 15 o5 gos 0% oS T ns
194eT 10201014 uoljosaUU0) Jaddeipp JoAleg 1afe j020104d Jaddeipp $589301d
jusiy YIOMIBN opIS Yinog 60 pajuauQ-uoldauuoy) eplg YHON JoAl9g
0z "Old



US 7,673,038 B2

Sheet 14 of 14

Mar. 2, 2010

U.S. Patent

] ]
; [ ]
3
S a
o 3
h) s
278" | :
i/ 2
$78 YOV NI peyipow <18 o8+
MOV Nid peyipon elg ]
MOV NI3 28
N N1d peupo
zig +I18 N4
———f j
1 N4 MOV NIJ
. j—r— P
M + 03 OV peuipor 30¢@ S patiipon
¥ (21§ ]
MOV NIJ 3 N
g |° _
209 MOV POIPON oo ° Y
A o
YOV NId 298 rednegers | g " 252
81/ Hov 52 eeg
aeg s bl €eg
S8L 1 | YOV poytpon
l¢—1/
+9/  Nid peyipoN 8gL ejeq 601
o TY2
3 €leg + YoV
H gl 4
s! age NI pouipon o |
) f——m—11———» ToL
s | mea + yov h 2L N m 4LL
_‘Illlll
m ! (reuvon)esor) b2l
3 v (leuno)esory
- - “ Q\ P4
35S ﬁnl t8? "] b M
rIS zi!s als ges 1> os zoes
1a/e j000j01d uoNI8sUU0Y Joddeipp JoAIeg Jode] |000)01d Jaddeapp $S800I1d
Ll HIOMIBN apIS yinog 6o psjusuQ-uoIsuuoy) epIS YUON Jamnsg
€2 'Old



US 7,673,038 B2

1

METHOD, APPARATUS AND SYSTEM FOR
MAINTAINING CONNECTIONS BETWEEN
COMPUTERS USING
CONNECTION-ORIENTED PROTOCOLS

This is a divisional of application Ser. No. 09/764,247 filed
on Jan. 17, 2001 now U.S. Pat. No. 7,213,063.

CROSS REFERENCE TO RELATED
APPLICATION

This application claims priority of Provisional Application
Ser. No. 60/176,522 which was filed on Jan. 18, 2000.

FIELD OF THE INVENTION

The present invention relates generally to data communi-
cation and more particularly to a method, apparatus and sys-
tem for maintaining connections between computers using
connection-oriented protocols.

BACKGROUND OF THE INVENTION

Without limiting the scope of the present invention, this
background of the present invention is described in connec-
tion with connection-oriented communication protocols,
such as the Transmission Control Protocol (“TCP”).

There are several software-based techniques, such as active
replication, semi-active replication, primary-backup, and
rollback recovery, that attempt to provide computational fault
tolerance. These techniques focus on protecting the state of
applications residing within user-level processes. Efforts to
apply these techniques to protect the state maintained within
the operating system, however, have been largely unsuccess-
ful. Typically, these efforts assume very restricted interac-
tions with the operating system and interactions with the
environment through restricted interfaces. In practice, how-
ever, applications interact with the operating systems in unre-
stricted ways and communicate both with the full set of
devices on the local machine and with other processes
through connection-oriented communication protocols such
as TCP. As a result, even applications that rely on sophisti-
cated techniques for recovering from crashes at the user pro-
cess level do not achieve the desired level of fault-tolerance.

For example, a fundamental problem in computer net-
works is to determine an optimal path from a source to any
destination in the network. This problem is especially critical
in networks of the size of the Internet, where computer and
network failures constantly modify the topology of the net-
work. To monitor the network, a set of dedicated IP routers
and wide-area network core switches (for Frame Relay and/or
ATM) run special protocols, such as the Border Gateway
Protocol (“BGP”), which they use to exchange information
with their peers when they detect a change in the topology of
the underlying network. To achieve greater reliability, many
IP routers use a primary-backup fault-tolerant protocol
implemented on a hardware-supported process-pair architec-
ture. When a primary router process in this architecture fails,
the backup process automatically begins to function as the
router and the state of the backup process will typically be
indistinguishable from the state of the primary process at the
time it failed. Computer systems that implement this process-
pair architectures are significantly more expensive than their
non-fault tolerant counterparts.

Unfortunately, even these expensive dedicated computer
systems cannot prevent the failure of the primary process
from having undesirable side-effects. The reason is that these
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systems are unable to mask the loss of application state at the
operating system level, and Border Gateway protocols are
built on top of TCP, whose state is maintained within the
operating system. When the primary router fails, the TCP
connections that it was maintaining with all the peers partici-
pating in the BGP are severed. The surviving peers interpret
the loss of these connections as a failure of the primary router
and initiate state changes through the BGP to reestablish
routing around the failed primary router. When the backup
router takes over for the primary router, it reestablishes BGP
sessions with its peers and routing can resume through the
recovered component. Before the take-over completes, how-
ever, the primary router has incurred costs in network capac-
ity, delays, lost packets in transit, etc. Even though these IP
routers and core switches include hardware redundancy to
tolerate failures and have the ability to fail over the applica-
tion services in less than a second to a backup process, the
architecture of the BGPs still exhibits the side effects of the
severed TCP connections, and the rest of the network still
transitions the faulty IP router to an out of service state.

This example demonstrates a more general problem that
occurs whenever applications running on top of connection-
oriented protocols, such as TCP, use the loss of a connection
as a failure-detection mechanism. As a result, the applica-
tion’s response to the loss of the connection may generate
unwanted side effects, such as a change in the content of the
network routing tables, even if the failed node has state-of-
the-art fault-tolerance capabilities.

SUMMARY OF THE INVENTION

Other features and advantages of the present invention
shall be apparent to those of ordinary skill in the art upon
reference to the following detailed description taken in con-
junction with the accompanying drawings.

The present invention allows connection-oriented proto-
cols, such as TCP, IPX, NetWare and SS7, to keep open the
connections maintained by a crashed process while the pro-
cess recovers. A process connected with a crashed process
using the present invention cannot detect any anomaly in the
behavior of its connections: the failure and recovery of the
crashed process are completely transparent. In addition, the
present invention does not require any modification to exist-
ing connection-oriented protocol implementations, nor does
it need to be used by both processes at the endpoints of a
connection in order to function. As a result, computer servers
using the present invention can crash and recover transpar-
ently without dropping their connections even if none of their
clients are using the present invention.

The present invention provides a method for maintaining a
connection between a server and a client by receiving a mes-
sage, determining whether to store one or more elements of
the message, storing the one or more elements of the message
when the one or more elements of the message are to be
stored, transmitting the message, and determining whether
the server has failed and when the server has failed, restoring
the server to a pre-failure connection state using the one or
more stored message elements.

In addition, the present invention provides a method for
maintaining a connection to an application by receiving a
message, determining whether to delay, discard, store or
modify the message, delaying the transmission of the mes-
sage until one or more conditions are satisfied when the
message is to be delayed, discarding the message when the
message is to be discarded, storing one or more elements of
the message when the message is to be stored, modifying one
or more elements of the message when the message is to be
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modified, transmitting the message when the message was
not to be discarded, and determining whether the server has
failed and when the server has failed, restoring the serverto a
pre-failure connection state using the one or more stored
message elements and periodically transmitting an outgoing
message to the client to maintain the connection until the
server is restored.

The present invention also provides a computer program
embodied on a computer readable medium for maintaining a
connection between a server and a client. The computer pro-
gram includes a code segment for receiving a message, a code
segment for determining whether to store one or more ele-
ments of the message, a code segment for storing the one or
more elements of the message when the one or more elements
of the message are to be stored, a code segment for transmit-
ting the message, and a code segment for determining
whether the server has failed and when the server has failed,
restoring the server to a pre-failure connection state using the
one or more stored message elements.

Moreover, the computer program may include a code seg-
ment for receiving a message, a code segment for determining
whether to delay, discard, store or modify the message, a code
segment for delaying the transmission of the message until
one or more conditions are satisfied when the message is to be
delayed, a code segment for discarding the message when the
message is to be discarded, a code segment for storing one or
more elements of the message when the message is to be
stored, a code segment for modifying one or more elements of
the message when the message is to be modified, a code
segment for transmitting the message when the message was
not to be discarded, and a code segment for determining
whether the server has failed and when the server has failed,
restoring the server to a pre-failure connection state using the
one or more stored message elements and periodically trans-
mitting an outgoing message to the client to maintain the
connection until the server is restored.

The present invention also provides an apparatus having a
process layer, a protocol layer coupled to the process layer
through a first wrapper, a network interface coupled to the
protocol layer through a second wrapper, and a log server
coupled to the first wrapper and the second wrapper.

In addition, the present invention provides a system having
a server computer having a process layer, a protocol layer
coupled to the process layer through a first wrapper, and a
network interface coupled to the protocol layer through a
second wrapper. The system also includes a log server
coupled to the first wrapper and the second wrapper, one or
more client computers, and one or more network connections
between the one or more client computers and the network
interface of the server computer.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and further advantages of the invention may be
better understood by referring to the following description in
conjunction with the accompanying drawings, in which:

FIG. 1 is a block diagram of a basic prior art network
architecture;

FIG. 2 is a block diagram of a general prior art server
architecture;

FIGS. 3A and 3B are block diagrams of two general server
architectures in accordance with the present invention;

FIGS. 4A, 4B and 4C are block diagrams of three embodi-
ments of a log server in accordance with the present inven-
tion;

FIG. 5 illustrates the structure of a prior art Transmission
Control Protocol segment;
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FIG. 6 depicts a TCP client-server session initiation
sequence in accordance with the prior art;

FIG. 7 depicts a TCP normal incoming data sequence in
accordance with the prior art;

FIG. 8 depicts a TCP normal outgoing acknowledgment
sequence in accordance with the prior art;

FIG. 9 depicts a TCP normal outgoing acknowledgment
with data sequence in accordance with the prior art;

FIG. 10 depicts a TCP process initiated normal close
sequence in accordance with the prior art;

FIG. 11 depicts a TCP process initiated abnormal close
sequence in accordance with the prior art;

FIG. 12 depicts a TCP client-server session initiation
sequence in accordance with one embodiment of the present
invention;

FIG. 13 depicts a TCP normal incoming data sequence in
accordance with one embodiment of the present invention;

FIG. 14 depicts a TCP normal outgoing acknowledgment
sequence in accordance with one embodiment of the present
invention;

FIG. 15 depicts a TCP normal outgoing acknowledgment
with data sequence in accordance with one embodiment of
the present invention;

FIG. 16 depicts a TCP process initiated normal close
sequence in accordance with one embodiment of the present
invention;

FIG. 17 depicts a TCP process initiated abnormal close
sequence in accordance with one embodiment of the present
invention;

FIG. 18 depicts a TCP process initiated abort sequence in
accordance with one embodiment of the present invention;

FIG. 19 depicts a TCP process recovery sequence in accor-
dance with one embodiment of the present invention;

FIG. 20 depicts a TCP post-recovery incoming data
sequence in accordance with one embodiment of the present
invention;

FIG. 21 depicts a TCP post-recovery outgoing acknowl-
edgment sequence in accordance with one embodiment of the
present invention;

FIG. 22 depicts a TCP post-recovery outgoing acknowl-
edgment with data sequence in accordance with one embodi-
ment of the present invention; and

FIG. 23 depicts a TCP process initiated post-recovery close
sequence in accordance with one embodiment of the present
invention.

DETAILED DESCRIPTION

While the making and using of various embodiments ofthe
present invention are discussed in detail below, it should be
appreciated that the present invention provides many appli-
cable inventive concepts which can be embodied in a wide
variety of specific contexts. The specific embodiments dis-
cussed herein are merely illustrative of specific ways to make
and use the invention and do not delimit the scope of the
invention.

Now referring to FIGS. 1 and 2, a basic network architec-
ture and a general computer architecture in accordance with
the prior art are shown. A number of computers 100, 102, 104
and 106 are connected together via a communications net-
work 108. The network 108 may be the Internet, a wide area
network or alocal area network. As illustrated, computers 100
and 102 are server computers that contain one or more pro-
cesses or applications. If computers 100,102, 104 and 106 are
using connection-oriented protocols, such as the Transmis-
sion Control Protocol (“TCP”), they typically will operate in
a three-layer communications framework 120. The three-
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layer communications framework 120 for server computer
100 and client computer 106 contains a network layer 122 and
124, a connection-oriented protocol layer 126 and 128, and a
process layer 130 and 132. In this layered architecture, each
layer logically communicates with its peer at the same level
(illustrated by lines 134, 136 and 138). For example, the
connection-oriented protocol layer 128 of the client computer
106 can initiate a connection with the connection-oriented
protocol layer 126 of the server computer 100 and vice versa.
Note that framework 120 is often described as a four-layer
communications framework wherein the connection-oriented
protocol layer 126 and 128 is split into an internet layer and a
host-to-host layer.

In addition, the three-layer communication framework 120
defines two interfaces within server computer 100 that are
relative to the connection-oriented protocol layer 126: a north
side interface 142 between the process layer 130 and the
connection-oriented protocol layer 126; and a south side
interface 140 between the connection-oriented protocol layer
126 and the network layer 122. The north side interface 142
includes entry points for processes running in the process
layer 130 to request establishment and termination of con-
nections with their peers, as well as send and receive data
requests. The south side interface 140 includes entry points
for transmitting, or re-transmitting, protocol segments to a
destination in the network 108, retrieving protocol segments
from some source in the network 108, and acknowledging
their receipt Similarly, the client computer 106 has a south
side interface 144 between network layer 124 and connec-
tion-oriented protocol layer 128, and a north side interface
146 between connection-oriented protocol layer 128 and pro-
cess layer 132. Note that the network layer 122 or 124 con-
verts the protocol segments into packets suitable for trans-
mission over the network 108, such as IP packets, before they
are sent to a destination. If TCP is used, the unit of informa-
tion passed through the south side interface 140 or 144 is a
TCP segment.

In order to transfer data from a source process running on
server computer 100 to a destination process running on client
computer 106 via the network 108, the data is routed through
the layers of server computer 100 to the network 108, through
the network 108 to computer 106, and then through the layers
of client computer 106 to the destination process. Using this
framework 120, the network layer 124 of client computer 106
and the network layer 122 of server computer 100 are respon-
sible for receiving and transmitting data over the network
108. Likewise, the connection-oriented protocol layer 128 of
client computer 106 is responsible for routing data between
the network layer 124 and the correct process running in the
process layer 132. Similarly, the connection-oriented proto-
col layer 126 of server computer 100 is responsible for rout-
ing data between the network layer 122 and the correct pro-
cess running in the process layer 130. In addition, the
connection-oriented protocol layers 126 and 128 work
together to ensure that data is delivered error-free, in the order
it was sent, and without loss or duplication

Connection-oriented protocols are designed to establish a
connection with their peer, e.g., layer 126 to layer 128. Once
the connection is established, normal communication may
commence. When either peer is finished, the connection is
terminated after any outstanding data is delivered. If one of
the peers abnormally ends its participation, the connection is
unilaterally terminated. Abnormal terminations are typically
caused by a failure of a process running on one of the peers.

From the perspective of the server computer 100, there are
two ways to tolerate failures of a process and then mask that
failure from the client computer 106. First, the state of the
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process layer 130 can be maintained. Second, the state of the
connection to the client process layer 132 can be maintained.
The present invention focuses on the difficult task of main-
taining the connection state. The connection state, however, is
not readily accessible because the connection is typically part
of'the operating system and is a portion of code that typically
should not be modified.

Now referring to FIGS. 3A and 3B, block diagrams of two
computer architectures in accordance with the present inven-
tion are shown. The server computer 150 shown in FIG. 3A
includes a network layer 152, a connection-oriented protocol
layer 154 and a process layer 156. In addition, a south side
interface 158 couples the network layer 152 to the connec-
tion-oriented protocol layer 154, and a north side interface
160 couples the connection-oriented protocol layer 154 to the
process layer 156. A south side wrapper 162 is interposed in
the south side interface 158. Similarly, a north side wrapper
164 is interposed in the north side interface 160.

The present invention allows a crashed process to keep its
connections open until the process either recovers or is failed-
over to a backup system. As a result, the processes connected
to the crashed process do not detect any anomaly in the
behavior of their connections and the failure and recovery of
the crashed process are completely transparent. In order to
maintain transparency between the connection-oriented pro-
tocol layer 154 and the failure and recovery of the crashed
process within the process layer 156, the present invention
employs a technique called wrapping. Wrapping interposes
active software at all interfaces to a wrapped software com-
ponent. In the context of the connection-oriented protocol
layer 154 of the server computer 150, the south side wrapper
162 and the north side wrapper 164 wrap the connection-
oriented protocol layer 154.

When an application or process within the process layer
156 of the server 150 would normally invoke an operation at
the north side interface 160, that operation may be intercepted
by the north side wrapper 164. The interposition code may
choose to pass the operation directly through to the connec-
tion-oriented protocol layer 154, or it may modify the opera-
tion in some way, including processing the operation without
the knowledge of the connection-oriented protocol layer 154.
The same control flexibility is true for upcalls from the con-
nection-oriented protocol layer 154 back up to the application
or process within the process layer 156. Upcalls are typically
the result of data availability to satisfy an outstanding read
operation.

The interaction between the connection-oriented protocol
layer 154 and the network layer 152 can be controlled in a
similar fashion. Interposition at the south side wrapper 162
conveys the ability to intercept incoming protocol segments
and either pass them through to the connection-oriented pro-
tocol layer 154, drop them, take actions on specific segments,
such as a SYN or FIN, or modity fields of the protocol
segment header before passing them up to the connection-
oriented protocol layer 154. Protocol segments may also be
manufactured (i.e. without having been received from any
client) and passed up to the connection-oriented protocol
layer 154. The south side wrapper can intercept outgoing
protocol segments and perform the same types of control
manipulation.

The embodiment of the present invention described in ref-
erence to FIG. 3 A uses wrapping to avoid modification of the
connection-oriented protocol layer 154 in server computer
150. While this is a preferred embodiment, it is not necessary
for the successful implementation of the present invention.
For example, FIG. 3B illustrates an alternative embodiment
of'the present invention wherein the connection-oriented pro-
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tocol layer 174 in server computer 170 is modified to provide
the same functionality described above in reference to FIG.
3A.

The server computer 170 includes a network layer 172, a
connection-oriented protocol layer 174 and a process layer
176. In addition, a south side interface 178 couples the net-
work layer 172 to the connection-oriented protocol layer 174,
and a north side interface 180 couples the connection-ori-
ented protocol layer 174 to the process layer 176. A south side
wrapper 182 is interposed in the connection-oriented protocol
layer 174. Similarly, a north side wrapper 184 is interposed in
the connection-oriented protocol layer 174. The functions of
the south side wrapper 182 and north side wrapper 184 may
be integrated into the connection-oriented protocol layer 174
to such an extent that they are inseparable and indistinguish-
able from the connection-oriented protocol layer 174.

The layered architectures shown in FIGS. 3A and 3B mask
the failure of a server computer from the client computer.
Thus, the present invention provides transparency to the con-
nection-oriented protocol layer on the server computer and to
the client computer during the failure and recovery of pro-
cesses on the server computer. Moreover, there is no need to
interpose a proxy or intermediary between the client com-
puter and the server computer. This mode of fault tolerance is
implemented without any modifications to: (1) the client
computer; (2) the processes running on the client computer;
(3) the processes running on the server computer; and (4) the
connection-oriented protocol used at either the server com-
puter or the client computer. Moreover, the fault tolerance
provided by the present invention can be implemented on a
selective basis within a computer. In other words, a computer
could have some connections that are rendered fault tolerant
by the present invention and at the same time have other
connections that are not fault tolerant.

As previously described, the present invention maintains
the client computer’s view of the operation of the connection-
oriented protocol even in the face of process failures within
the server computer. Thus, the present invention not only
addresses the resiliency of the process running on the server
computer and its state, but also the state of the ongoing con-
nection with the processes’ set of clients.

With respect to process level resiliency, the present inven-
tion can provide various levels of recovery with respect to the
extent or length of the connection interaction that may be
required to be “replayed” to bring the process on the server
computer up to a state that is consistent with the process on
the client computer. For example, at one end of the spectrum,
a server process may be required to exhibit a deterministic
execution relative to each connection. In other words, recov-
ery of the server process would start the process from its
initial state and replay its entire execution sequence relative to
each client that it is interacting with. At an intermediate point
in the spectrum, the server process may perform periodic
checkpoints of the application state. In this case, recovery of
the server process would start the process from its latest
checkpoint and only replay the execution sequence past that
checkpoint. At the other end of the spectrum, active replica-
tion techniques and or primary/active backup systems would
recover the server process using a backup whose state is
already up to date and where only the most recent interaction
might have to be replayed.

From the perspective of the ongoing connection with the
processes’ set of clients, the worst case is the first case pre-
sented above, wherein all data from the client to the server
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present invention is not limited to this case. Accordingly, the
second and third cases described above would allow the
present invention to further optimize the recovery process by
garbage collecting more aggressively information that will
never be used during replay. Regardless of the case used,
however, after a failure and recovery, the server process must
be able to resume ongoing communication with a client pro-
cess in a manner consistent with all communication that pre-
ceded the failure.

The present invention uses several properties to uphold the
fundamental properties of the connection-oriented protocol
in a way that is transparent to, or masked from a client. These
properties are defined relative to the client computer’s view
where p represents some byte offset in the data stream from
the client to the server.

sent(p): the byte at byte offset p has been transmitted in a

TCP segment from the client to the server.

received(p): the byte at byte offset p has been received from

the network and is on the server machine.

acked(p): the byte at byte offset p has been acknowledged

through the receipt at the client of a TCP segment with
the ACK bit sent and an acknowledged sequence number
that at least includes p.

The client computer knows the truth of sent(p) and of
acked(p) since these are directly visible to the connection-
oriented protocol layer at the client computer. The same is not
true for received(p). The client computer knows that data that
is sent should eventually be received, but received(p) is not
directly observable by the client computer. The client com-
puter does know, however, that once data has been acknowl-
edged, it must have been received. Thus,

acked(p)—received(p)—sent(p).

Data that is being sent in the data stream from the client
computer to the server computer evolves through a number of
life cycle phases. The data may be:

pre-natal: the data has not yet been generated.

childhood: the data has been generated, but has not been

passed through the north side interface to the connec-
tion-oriented protocol layer. This data resides in data
buffers in the application.

adolescence: the data has been passed through a write

operation at the north side interface to the connection-
oriented protocol layer. Depending on the nature of the
write, the data may reside in data buffers managed by the
connection-oriented protocol layer or still in application
buffers, provided the client application is not allowed to
modify those buffers.

maturity: the data resides in one or more protocol segments

managed by the connection-oriented-protocol layer that
are available for retransmission because they have not
yet been acknowledged.

death: the data no longer resides in buffers managed by the

connection-oriented-protocol layer because it has been
acknowledged and those buffers have been reclaimed.
The data may not be available in client application buff-
ers either, since the north side interface has accepted
responsibility for the transport of the data Note that even
if the data still resided in client application buffers, there
is no interface at north side interface for a connection-
oriented layer to “re-request” the data.

To capture this notion that only a subrange of the data bytes
in the byte stream are available to the connection-oriented
protocol layer at the client computer at any given time, the
predicate available(p) is defined as follows:

available(p)=sent(p)” 'acked(p).
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In addition to data in the byte stream, the fault tolerant imple-
mentation of the present invention may affect the timing of
communications between the client and the server. Since
most connection-oriented protocols, such as TCP, define a
round trip time that is used in calculating the retransmission
timeout. The function time takes a predicate as an argument
and returns the earliest time at which the predicate becomes
true. The round trip time (“RTT”) of the byte at byte offset p
can be defined as:

RTT=time(acked(p))-time(sent(p)).

Each connection-oriented protocol layer should imple-
ment an algorithm to adapt the timeout values to be used for
the round trip time of the segments. To do this, the connec-
tion-oriented protocol records the time at which a segment
was sent, and the time at which the acknowledgment is
received. A weighted average is calculated over several of
these round trip times, to be used as a timeout value for the
next segment(s) to be sent. This is an important feature, since
delays may be variable on an internet, depending on multiple
factors, such as the load of an intermediate low-speed net-
work or the saturation of an intermediate IP gateway.

Typically, client applications and their connection-ori-
ented protocols depend on the assumption that the server
computer will not fail so that they can discard data that has
been acknowledged and thus make the data unavailable. More
specifically, the connection-oriented protocol layer at the cli-
ent computer is actually assuming that once data is received
by the connection-oriented protocol layer at the server com-
puter, the data is stable there for use by the server application
and no longer needs to be available at the client computer.
This behavior can be represented by an additional predicate:

stable(p): the byte at byte offset p has been received at the

server computer and is guaranteed to never be lost.

As noted above, if the server computer never fails, then
stable(p)=received(p), and incorporating the previous expres-
sions:

acked(p)—stable(p)=received(p)—sent(p).

Since server computers may fail, data that has been received
at the server computer may not be stable. There is necessarily
some additional activity that must be taken to take data that
has been received and to make it stable. Thus,

stable(p)—received(p).

To solve the potential problem of data required for recovery
of'the server application that may no longer be available at the
client computer without modifying the client computer, all
bytes in the stream that are acknowledged should be made
stable first, i.e. acked(p)—=stable(p). So one goal of the
present invention is to maintain the invariant:

acked(p)—stable(p)—received(p)—=sent(p)

in a way that is both transparent to the client computer and to
the connection-oriented protocol layer at the server. Thus, the
present invention provides mechanisms to make bytes in the
data stream that may be needed by a recovering server appli-
cation stable across failures, and only allow acknowledgment
of bytes in the data stream that are already stable.

Based on the previous discussion, the present invention
uses two components to achieve fault tolerance: (1) the logic
within the north side wrapper and the south side wrapper
resident on the computer whose connections are being made
fault tolerant; and (2) the logic and code that create stable
storage. There are many possible ways to implement a version
of stable storage to satisfy the requirements of the present
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invention. These implementations vary by both performance
characteristics as well as the classes of failures that they
support. They also may be related to the solution chosen for
providing server application fault tolerance discussed above.

Accordingly, FIGS. 4A, 4B and 4C illustrate three alterna-
tive implementation of the present invention. All of the alter-
natives can use a common interface, so the protocol descrip-
tion to follow is independent of the choice for stable storage
realization. The interface between the north and south side
wrappers and the component realizing stable storage should
provide:

(1) Logging of per-connection meta-data.

(2) Logging of protocol segments for data for a given

connection.

(3) Notification when prior logging operations have been
received by the stable storage component. This as a
stability upcall since it is asynchronous to the other
activity at the primary server site.

(4) Garbage collection interface whereby all protocol seg-
ment data through a given sequence number may be
discarded.

Referring now to FIG. 4A, a first embodiment of the
present invention 200 having a local site 202 and a remote site
204 providing stable storage is shown. The local site 202
includes a user space 206 and a kernel space 208. The user
space 206 has a process 210. The kernel space 208 has a
connection-oriented protocol layer 212 and a network con-
nection 214. In addition, a north side wrapper 216 couples the
connection-oriented protocol layer 212 with the process 210,
and a south side wrapper 218 couples the connection-oriented
protocol layer 212 with the network connection 214.

The remote site 204 includes a log server 220 that provides
the stable storage. The log server 220 is coupled to both the
north side wrapper 216 and the south side wrapper 218. Since
the log server 220 is remotely located, a relatively constant
delay will be added to the RTT. Although this delay will add
to the latency at the application, it will not hurt throughput
(except for needing larger window sizes for in-channel data).

Now referring to FIG. 4B, a second embodiment of the
present invention having a computer 230 providing stable
storage is shown. The computer 230 includes a user space 232
and akernel space 234. The user space 232 has a process 236.
The kernel space 234 has a connection-oriented protocol
layer 240, a network connection 238, and a stable storage 246.
In addition, a north side wrapper 242 couples the connection-
oriented protocol layer 240 with the process 236, and a south
side wrapper 244 couples the connection-oriented protocol
layer 240 with the network connection 238. The stable
memory 246 includes a log server 248 that is coupled to both
the north side wrapper 242 and the south side wrapper 244.

Referring now to FIG. 4C, a third embodiment of the
present invention 260 uses a replicated application server
with primary 262 and backup 264 instances to provide stable
storage. The primary site 262 includes a user space 265 and a
kernel space 266. The user space 265 has a process 268. The
kernel space 266 has a connection-oriented protocol layer
272 and a network connection 270. In addition, a north side
wrapper 276 couples the connection-oriented protocol layer
272 with the process 268, and a south side wrapper 274
couples the connection-oriented protocol layer 272 with the
network connection 270. Similarly, the secondary site 264
includes a user space 278 and a kernel space 280. The user
space 278 has a process 282. The kernel space 280 has a
connection-oriented protocol layer 286 and a network con-
nection 284. In addition, a north side wrapper 290 couples the
connection-oriented protocol layer 286 with the process 282,
and a south side wrapper 288 couples the connection-oriented
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protocol layer 286 with the network connection 284. Further-
more, the south side wrapper 274 of the primary site 262 is
coupled to the south side wrapper 288 of the secondary site
264 via communication link 292. Similarly, the north side
wrapper 276 of the primary site 262 is coupled to the north
side wrapper 290 of the secondary site 264 via communica-
tion link 294.

The third embodiment of the present invention 260 repli-
cates the server application process 268 on the secondary or
failure independent site 264 as process 282. This secondary
site 264 can be used to realize stable storage. Since the appli-
cation process 268 is already replicated, the protocol segment
data can be processed in this environment by replicating the
connection-oriented protocol layer 272 at the secondary site
264 as connection-oriented protocol layer 286. The second-
ary site 264 would then receive protocol segments that are to
be made stable at the primary site 262.

One embodiment of the present invention will now be
described in conjunction with a specific connection-oriented
protocol, TCP. As will be appreciated by those skilled in the
art, the architecture of the present invention is applicable to
other connection-oriented network protocols, such as SS7,
IPX NetWare and SS7. In the basic data-transfer process, a
transport user such as File Transfer Protocol (“FTP”) passes
data to a TCP transport, which encapsulates the data into a
segment that contains user data and control information (e.g.,
the destination address). TCP ensures reliable data delivery
by numbering outgoing segments sequentially and then hav-
ing the destination TCP module acknowledge arrival of the
segments by number. If segments arrive out of order, they can
be reordered via sequence numbers, and if a segment fails to
arrive, the destination TCP module will not acknowledge its
receipt, so that the sending TCP module will resend it.

The following definitions are TCP segment window ele-
ments relative to the knowledge that the TCP Failover code
has, including north side wrapper and south side wrapper and,
indirectly, from the log server. The following are all for the
window on the instream (client to server).

(1) delivered: Octets delivered via reads to application

software running above the north side wrapper.

(2) complete: Octets received and acknowledged (Invari-

ant: complete=stable).

(3) received: Largest non-gap prefix received.

(4) stable: Largest non-gap prefix stable on log server.

(5) high: Highest sequence number received

(6) top: Advertised window size.

Now referring to FIG. 5, the format of a TCP segment 300
is illustrated. The TCP segment 300 is a packet containing a
variable number of 32-bit words. The TCP segment 300 is
divided into a number of fields or elements, such as a source
port field 302, destination port field 304, sequence number
field 306, acknowledgment number field 308, header length
field 310, reserved field 312, urgent (URG) control bit 314,
acknowledgment (ACK) control bit 316, push (PSH) control
bit 318, reset (RST) control bit 320, synchronize (SYN) con-
trol bit 322, finish (FIN) control bit 324, window size field
326, checksum field 328, urgent pointer field 330, options
field 332 and padding 334. The TCP segment 300 may or may
not include data 336.

The 16-bit source port field 302 contains the port number
assigned to the source process and is used by the receiving
process to address replies. The 16-bit destination port field
304 contains the port number assigned to the destination
process and is used by TCP to route the segment to the proper
process. The sequence number field 306 contains the
sequence number of the first data byte in the TCP segment
300. If, however, the SYN control bit 322 is set, the sequence
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number field 306 contains the initial sequence number (ISN)
and the first data byte is ISN+1. The acknowledgment number
field 308 contains the value of the next sequence number that
the receiving TCP Layer is expecting to receive.

The header length field 310 contains the number of 32-bit
words in the TCP header and thus indicates where the data
336 begins. The 6-bit reserved field 312 is reserved for future
use and must be zero. The URG control bit 314 indicates that
the urgent pointer field 330 is significant in the TCP segment
300. The ACK control bit 316 indicates that the acknowledg-
ment field 308 is significant in the TCP segment 300. The
PSH control bit 318 indicates a Push function. The RST
control bit 320 resets the connection. The SYN control bit 322
synchronizes the sequence numbers. The FIN control bit 324
indicates that no more data from sender will be sent. The
window field 326 is used when the acknowledgment control
bit 316 is set to specify the number of data bytes beginning
with the one indicated in the acknowledgment number field
308 which the receiver (the sender of this segment) is willing
to accept.

The 16-bit checksum field 328 contains the 16-bit one’s
complement of the one’s complement sum of all 16-bit words
in a pseudo-header, the TCP header 338 and the TCP data
336. The checksum field 328 itself is considered zero while
the checksum is computed. The urgent pointer field 330 con-
tains a pointer to the first data octet following the urgent data.
This field is only significant when the URG control bit 314 is
set. The options field 332 may contain a single byte contain-
ing the option number, or a variable length option. For
example, a maximum segment size option is only used during
the establishment of the connection (SYN control bit 322 set)
and is sent from the side that is to receive data to indicate the
maximum segment length it can handle. If this option is not
used, any segment size is allowed. The padding 334 is filled
with zeros to ensure that the TCP header 338 ends and the data
336 begins on a 32-bit boundary.

Referring now to FIG. 6, the TCP client-server session
initiation process in accordance with the prior art is shown.
The server includes a server process 402, a connection-ori-
ented protocol layer 404 and a network connection 406. Simi-
larly, the client includes a client process (not shown), a client
protocol layer 408 and a client network connection (not
shown). In order to simplify the drawing, the client process
and client network connection are not shown. Before any data
can be transferred, a connection has to be established between
the client and the server. The server process 402 issues a
passive open call 410 to the connection-oriented protocol
layer 404 which is in a closed mode 412. The connection-
oriented protocol layer 404 responds by establishing a TCP
port, which is used to identify the server process 402 as being
available for connection with a client, and changing to a listen
mode 414. The connection-oriented protocol layer 404 then
sends a socket opened message 416 to the server process 402
and waits for a client to request a connection to the server
process 402.

A client that wants to connects to the server process 402
instructs the client protocol layer 408 to send a SYN segment
418, which includes the IP address and port of the server and
causes the client protocol layer 408 to change from listen
mode 420 to syn sent mode 422. Note that the // in FIGS. 6-23
indicate that the client network connection and network are
not illustrated. The SYN segment 418 is the first message of
what is known as the three-way connection handshake. The
SYN segment 418 is identified by setting the SYN bit 322
(FIG. 5) in the options portion of the TCP header 338 (FIG. 5)
for the segment 300 (FIG. 5). The SYN segment 418 also
specifies an initial sequence number (“ISN™) 306 to be used
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for the client to server inbound byte stream. In TCP, sequence
numbers are used to specify, relative to the ISN, the byte
offset in the stream. Once the network connection 406 of the
server receives the SYN segment 418, it removes the IP
encapsulation and sends a TCP SYN segment 424 to the
connection-oriented protocol layer 404.

The connection-oriented protocol layer 404 then changes
to a syn received mode 426 and sends a SYN-ACK segment
428, which represents the second message in the handshake,
to the network connection 406. The SYN-ACK segment 428
has both the SYN bit 322 (FIG. 5) set, for the server’s wish to
synchronize sequence numbers and establish a connection,
and the ACK bit 316 (FIG. 5) set, acknowledging the client’s
ISN. The SYN-ACK segment 428 also specifies the ISN for
the server to client outbound byte stream. The network con-
nection 406 then encapsulates the SYN-ACK segment 428
with the necessary IP information and sends SYN-ACK seg-
ment 430 to the client protocol layer 408.

Afterthe client protocol layer 408 receives the TCP version
of'the SYN-ACK segment 430, the client protocol layer 408
changes to a connection established state 432 and sends the
last segment in the handshake, which is SYN-ACK segment
434 that acknowledges the server’s ISN. Once the server’s
network connection 406 receives the SYN-ACK segment
434, it removes the IP information and sends the TCP SYN-
ACK segment 436 to the connection-oriented protocol layer
404. When the connection-oriented protocol layer 404
receives the TCP SYN-ACK segment 436, it changes to a
connection established state 438, which completes session
initiation process. The client and server are now configured to
exchange data.

As previously described, the TCP timeout mechanism,
whereby the protocol determines when to retransmit a seg-
ment for which it has not received an acknowledgment, is
based on a calculation of the round trip time “RTT”). Both the
client and the server independently calculate their own local
view of the RTT. This calculation is initially performed dur-
ing connection establishment by measuring the time from the
send ofthe SYN segment 418 to the receipt of the SYN-ACK
segment 430 at the client and measuring the time from the
send of the SYN-ACK segment 428 to the receipt of the final
handshake SYN-ACK segment 436 at the server. After being
set initially, the RTT continues to be updated through normal
communication.

In addition, TCP provides flow control by advertising a
window size. The window size is the amount of data the TCP
is willing to accept and corresponds to the amount of buffer
space available at the receiver. The window size is also ini-
tially exchanged during the connection establishment and is
then updated through normal communication. The window
size is at its largest at this point.

Once a connection is established, normal communication
may commence. Now referring to FIGS. 7, 8 and 9, various
normal communications between the client and server are
shown. TCP provides full duplex communication, so commu-
nication activity in one direction is independent of commu-
nication activity in the other direction. Normal communica-
tion is driven by send 452 (FIG. 9) and receive 440 (FIG. 7)
operations from the application or server process 402 to TCP
or the connection-oriented protocol layer 404 through the
north side interface.

Now referring to FIG. 7, a receive operation 440 from the
server process 402 informs the connection-oriented protocol
layer 404 that the application is ready for incoming data. As
data segments 442 are received from the client protocol layer
408 by the server network connection 406, the corresponding
TCP data segments 444 are sent to the connection-oriented
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protocol layer 404. The connection-oriented protocol layer
404 converts the TCP data segments 444 into contiguous
application data 446 and passed through the north side inter-
face into the buffer for the server process 402.

Referring now to FIG. 8, after receipt of a data segment,
such as 444 (FIG. 7), at the connection-oriented protocol
layer 404, an ACK segment 448 is sent to the network con-
nection 406 which in turn sends the ACK segment 450 to the
client protocol layer 408. The acknowledgment is omitted if
there is a gap between the data it was expecting and that which
the segment contained. At the discretion of TCP, the acknow]-
edgment may be delayed and or piggybacked on outgoing
data.

Now referring to FIG. 9, a send operation 452 from the
server process 402 to the connection-oriented protocol layer
404 is transformed into the transmission of one or more TCP
segments between TCP peers. When a segment is transmitted,
it specifies the sequence number of the start of the data con-
tained in the segment and the length of the segment data.
When a segment is acknowledged, the acknowledgment
specifies the sequence number expected on the next segment,
implicitly acknowledging the receipt of all data up to the
specified sequence number. As illustrated, the ACK+Data
segment 454 is sent from the connection-oriented protocol
layer 404 to the network connection 406. The ACK+Data
segment 456 is then sent to the client protocol layer 408.

Whenever a segment is transmitted, TCP starts a timer
based on the RTT. If the segment is not acknowledged before
the timer expiration, the segment is retransmitted. A fixed
number of retransmissions are attempted before the connec-
tion is deemed faulty. If a segment gets lost or corrupted, the
receiver will acknowledge all further well-received segments
with an acknowledgment referring to the first byte of the
missing packet. The sender will stop transmitting when it has
sent all the bytes in the window. Eventually, a timeout will
occur and the missing segment will be retransmitted.

Referring now to FIG. 10, a normal close session, which
may be initiated by either the client or the server, is shown.
The server process initiates the close operation 458 via the
connection-oriented protocol layer 404, which sends a FIN
segment 460, which is done by sending a TCP segment with
the FIN bit 324 (FIG. 5) (no more data) set, to the server
network connection 406 and changes to a wait mode 462.
After the client protocol layer 408 receives the FIN segment
464, it changes to a wait mode 466 and sends a FIN-ACK
segment 468 to the server network connection 406. The con-
nection-oriented protocol layer 404 receives the FIN-ACK
segment 470 and continues to wait. As the connection is
full-duplex (that is, we have two independent data streams,
one in each direction), the FIN segment only closes the data
transfer in one direction. The other process will now send the
remaining data it still has to transmit and also ends with a TCP
segment where the FIN bit is set. The connection is deleted
(status information on both sides) once the data stream is
closed in both directions. Once the client receives all the data,
the client protocol layer 408 sends a FIN segment 472 to the
server network connection 406, which sends FIN segment
474 to the connection-oriented protocol layer 404. The con-
nection-oriented protocol layer 404 then sends a FIN-ACK
segment 476 to the network connection 406 and changes to a
closed mode 478. The network connection 406 sends FIN-
ACK segment 480 to the client protocol layer 408, which then
changes to a closed mode 482.

Now referring to FIG. 11, an abnormal connection termi-
nation, which may be in response to a number of different
conditions, is shown. During an abnormal termination, all
undelivered data associated with the connection is discarded.
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An abort operation 484 from the server process 402 initiates
such an abortive release. Other conditions include exceeding
the retry limit for retransmissions due to timeout, a connec-
tion request to a nonexistent port, and in general TCP seg-
ments that do not appear correct for the referenced connec-
tion.

The TCP segment identifying an abortive release is called
the RST segment. It is identified by setting the RST bit 320
(FIG. 5) in the options portion of the TCP header 338 (FIG. 5)
for the segment. For the cases of an application initiated abort,
or excessive retransmission, the RST segment is sent to the
known peer of the connection. In the other cases, a connection
was never established and the RST segment is returned to the
source of the anomaly. After receipt of the abort operation
484, the connection-oriented protocol layer 404 sends a RST
segment 486 to the network connection 406 and changes to a
closed mode 488. The network connection 406 sends a RST
segment 490 to the client protocol layer 408, which in turn
changes to a closed mode 492.

Referring now to FIG. 12, the TCP client-server session
initiation process in accordance with one embodiment of the
present invention is shown. The server includes a server pro-
cess 502, a north side wrapper 504, a connection-oriented
protocol layer 506, a log server 508, a south side wrapper 510
and a network connection 512. Similarly, the client includes a
client process (not shown), a client protocol layer 514 and a
client network connection (not shown). In order to simplity
the drawing, the client process and client network connection
are not shown. Before any data can be transferred, a connec-
tion has to be established between the client and the server.
The server process 502 issues a passive open call 516 to the
north side wrapper 504, which sends a passive open call 518
to the connection-oriented protocol layer 506 which is in a
closed mode 520. The connection-oriented protocol layer 506
responds by establishing a TCP port, which is used to identify
the server process 502 as being available for connection with
a client, and changing to a listen mode 522. The connection-
oriented protocol layer 506 then sends a socket opened mes-
sage 524 to the north side wrapper 504, which sends a socket
opened message 526 to the server process 502 and waits for a
client to request a connection to the server process 502.

A client that wants to connects to the server process 502
instructs the client protocol layer 514 to send a SYN segment
528, which includes the IP address and port of the server and
causes the client protocol layer 506 to change from listen
mode 530 to syn sent mode 532. The SYN segment 528 is the
first message of what is known as the three-way connection
handshake. Once the network connection 512 of the server
receives the SYN segment 534, it removes the IP encapsula-
tion and sends an initialize connection message 536 and logs
client information 538 to the log server 508. Once the data is
stable, the log server 508 sends a stable upcall 540 to the south
side wrapper 510, which in turn sends a SYN segment 542 to
the connection-oriented protocol layer 506.

The connection-oriented protocol layer 506 then changes
to a syn received mode 544 and sends a SYN-ACK segment
546, which represents the second message in the handshake,
to the south side wrapper 510. The south side wrapper 510
then sends server information 548 to the log server 508, which
sends a stable upcall 550 when the server information 548 is
stored in stable storage. The network connection 512 then
encapsulates the SYN-ACK segment 552 with the necessary
IP information and sends SYN-ACK segment 554 to the
client protocol layer 514.

After the client protocol layer 514 receives the TCP version
of'the SYN-ACK segment 554, the client protocol layer 514
changes to a connection established state 556 and sends the
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last segment in the handshake, which is SYN-ACK segment
558 that acknowledges the server’s ISN. Once the server’s
network connection 512 receives the SYN-ACK segment
558, it removes the IP information and sends the TCP SYN-
ACK segment 560 to the south side wrapper 510, which then
sends the SYN-ACK segment 562 to the connection-oriented
protocol layer 506. When the connection-oriented protocol
layer 506 receives the TCP SYN-ACK segment 562, it
changes to a connection established state 564, which com-
pletes session initiation process. The client and server are now
configured to exchange data.

Once a connection is established, normal communication
may commence. Now referring to FIGS. 13, 14 and 15, vari-
ous normal communications between the client and server are
shown. Normal communication is driven by send 590 (FIG.
15) and receive 566 (F1G. 13) operations from the application
or server process 502 to TCP or the connection-oriented pro-
tocol layer 506 through the north side interface.

Incoming TCP segments are intercepted at the south side
wrapper 510. Responsibilities at this entry point include
updating received and high if the segment contains any new
data. A segment that contains data not stable at the log server
508 is passed to the log server 508. Finally, the segment is
passed up to the connection-oriented protocol layer 506.

If the incoming TCP segment is called segment, the
sequence number of the incoming segment can be referred to
as segment.seq_num, and the length in octets of the data
portion of the incoming segment as segment.length. Note that
segment.length is not an explicit field in the TCP header,
instead it must be calculated based on the IP packet length
after subtracting off the IP header and TCP header. The psue-
docode is as follows:

if (segment_seq-num + segment.length — 1)> high

high := segment.seq-num + segment.length — 1;

}

if (segment.seq-num <= received + 1)

received := max (received, segment.seq__num + segment.length — 1);
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// the log server has the up-to-date value for stable and

// logs only the bytes that exceed stable

if (segment.seq__num <= stable + 1 &&
segment. seq__num + segment. length — 1 > stable) {
request := log__instream(segment.seq__num, segment.length,
segment.data);

)

TCP__Transport_Incoming_ Segment(segment);

The north side wrapper 504 is responsible for intercepting
both read requests coming from the server process 502, and
completions of those reads initiated by the connection-ori-
ented protocol layer 506 and destined for the server process
502. The north side wrapper 504 can deliver data that is not
yet stable. The south side wrapper 510 cannot, however,
acknowledge a sequence number that is not stable. This
allows a server to repeat data destined for the client during
recovery. It is safe for the server process 502 to consume data
that has not yet been made stable. On recovery, the “new”
server process will read up to stable, and then will wait for the
client to provide again the lost data, according to the TCP
protocols specification. It is also possible for the client to see
the response to a message it sent to the server, without seeing
acknowledgements for all the packets that composed the
response. This is allowed since the TCP stack on the client
side knows nothing about the contents of each request as it is
split into packets and the client process does not see the
partitioning of its write into packets.
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Responsibilities on completion of a north side wrapper 504
read include updating delivered, and logging the read opera-
tion to the log server 508. The following pseudocode lets the
information returned by the read completion be called
completion.

delivered:=delivered+completion.length;

log_operation(read,performed_completion,comple-
tion.offset, completion.length);

When the log server 508 has received a new instream
segment and the segment is stable, it sends asynchronous
notification to the TCP Failover code (or in general, the
source of the segment to be logged). This results in invocation
of'the Stability Notification Upcall registered at the log server
508 interface at initialization time.

Responsibilities at the stability notification upcall include
updating stable and, if necessary, transmitting a new
acknowledgment. In the following psuedocode, stable-not
denotes the stability notification; it includes the request num-
ber, the offset, and the sequence number of the last octet
considered stable.

stable := stable-not.seq__num;
if (complete < stable) {
// Create an outgoing “acknowledgment-only” segment,
// ack-segment, with stable+1 in the acknowledgment field.
// Be careful not to change advertised window size.
// ack__segment.window = top;
NIC_ Outgoing segment(ack__segment);

}

The connection-oriented protocol layer 506 delivers out-
going segments to the network connection 512. These seg-
ments are intercepted by the south side wrapper 510. Respon-
sibilities of the south side wrapper 510 on outgoing TCP
segments include altering the acknowledgment field in the
segment to make it consistent with what data is recoverable
(i.e. stable at the log server 508). If it is not, the present
invention will either defer transmission of the segment until it
is stable, or change the ack field to represent stable and then
follow up with an ack-only when the stability eventually
comes in. The present invention will typically alter the ack
field if there are data contents to the outgoing segment (i.e. a
data transfer for outstream), and defer if it is ack-only. The
psuedocode is as follows:

top := segment.window;

if (segment.ack__num < stable + 1) {
complete := segment.ack_num - 1;
NIC_ Outgoing_ segment(segment);

}else {
if (segment.length = 0) {
return;
// This assumes that there is a high probability that
// stability notification will return and subsequent ack
// sent within the client’s timeout window.

}else {
segment.ack__num := stable + 1;
segment.checksum TCP__checksum(segment);
NIC_ Outgoing_ segment(segment);
¥

¥

Now referring to FIG. 13, areceive operation 566 from the
server process 502 informs the connection-oriented protocol
layer 506 that the application is ready for incoming data. As
data segments 570 are received from the client protocol layer
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556 by the server network connection 512, the corresponding
TCP data segments 572 are sent to the south side wrapper 5 10
where the data 574 is logged 574 with the log server. The
south side wrapper 510 also send data segment 576 to the
connection-oriented protocol layer 506. The connection-ori-
ented protocol layer 506 converts the TCP data segments 576
into contiguous application data 578, passes through the north
side wrapper 504, and sends contiguous application data 580
into the buffer for the server process 502.

Referring now to FIG. 14, after receipt of a data segment,
such as 576 (FIG. 13), at the connection-oriented protocol
layer 506, an ACK segment 582 is sent to the south side
wrapper 510 where it is held until a stable upcall 584 is
received which means that the data has been properly stored
in stable storage and the process can continue. The south side
wrapper 510 sends an ACK segment 586 to the network
connection 512 which in turn sends the ACK segment 588 to
the client protocol layer 514. The acknowledgment is omitted
if there is a gap between the data it was expecting and that
which the segment contained. At the discretion of TCP, the
acknowledgment may be delayed and or piggybacked on
outgoing data.

Now referring to FIG. 15, a send operation 590 from the
server process 502 to the north side wrapper 504 is sent to the
connection-oriented protocol layer 506 via send operation
592, and is transformed into the transmission of one or more
TCP segments between TCP peers. As illustrated, the ACK+
Data segment 594 is sent from the connection-oriented pro-
tocol layer 506 to the south side wrapper 510 where the
ACK+Data segment 594 is altered to acknowledge the last
data segment that has been properly stored in stable storage.
The south side wrapper 510 sends an ACK (stable)+Data
segment 596 to network connection 512. The ACK (stable)+
Data segment 598 is then sent to the client protocol layer 514.

Referring now to FIG. 16, a normal close session, which
may be initiated by either the client or the server, is shown.
The server process 502 initiates the close operation 600 via
the north side wrapper 504 and close operation 602 via the
connection-oriented protocol layer 506, which changes to a
wait mode 606 and sends a FIN segment 604 to the south side
wrapper 510. The south side wrapper 510 sends a FIN seg-
ment 606 to the server network connection 512. After the
client protocol layer 514 receives the FIN segment 608, it
changes to a wait mode 610. The client protocol layer 514
sends a FIN-ACK segment 632 to the network connection
512, which sends a FIN-ACK segment 634 to the south side S
wrapper 510. The south side wrapper 510 then sends FIN-
ACK segment 636 to the connection-oriented protocol layer
506.

Meanwhile, client protocol layer 514 sends an ACK+Data
segment 612 to the network connection 512, which sends an
ACK+Data segment 614 to the south wrapper 510. The data
616 is logged in the log server 508, while the ACK+Data
segment 618 is sent to the connection-oriented protocol layer
506. The data 620 is sent to the north side wrapper 504, which
sends data 622 to the server process. The connection-oriented
protocol layer 506 also send and ACK segment 624 to the
south side wrapper 510. The ACK segment 628 is held until a
stable upcall 626 is received. Thereatter, ACK segment 628 is
sent to the network connection 512 and ACK segment 630 is
sent to the client protocol layer 514.

Once the last ACK segment 630 is received, the client
protocol layer 514 sends a FIN segment 638 to the network
connection 512, which in turn sends FIN segment 640 to the
south side wrapper 510. The south side wrapper 510 sends the
FIN segment 642 to the connection-oriented protocol layer
506. The connection-oriented protocol layer 506 continues to



US 7,673,038 B2

19

wait. Once the client receives all the data, the client protocol
layer 514 sends a FIN segment 638 to the network connection
512, which sends FIN segment 640 to the south side wrapper
510. The south side wrapper 510 sends the FIN segment 642
to the connection-oriented protocol layer 506. The connec-
tion-oriented protocol layer 506 then sends a FIN-ACK seg-
ment 644 to the south side wrapper 510 and changes to a
closed mode 646. The south side wrapper 510 then sends
FIN-ACK segment 648 to the network connection 512. The
network connection 512 sends FIN-ACK segment 649 to the
client protocol layer 514, which then changes to a closed
mode 650.

Now referring to FIG. 17, an abnormal connection termi-
nation, which may be in response to a number of different
conditions, is shown. An abnormal close operation 652 from
the server process 502 initiates an abnormal connection ter-
mination. After receipt of the abnormal close operation 652,
the north side wrapper 504 sends the abnormal close opera-
tion 654 to the connection-oriented protocol layer 506, which
sends a FIN segment 656 to the south side wrapper 510 and
changes to a closed state 658. The south side wrapper 510
discards the FIN segment 656 and does not transmit it to the
network connection 512. As a result, the client protocol layer
514 thinks that the connection is still open and remains in a
connection established state 556.

Referring now to FIG. 18, an abnormal connection termi-
nation, which may be in response to a number of different
conditions, is shown. An abort operation 660 from the server
process 502 initiates an abnormal connection termination.
After receipt of the abort operation 660, the north side wrap-
per 504 sends the abort operation 662 to the connection-
oriented protocol layer 506, which sends a RST segment 664
to the south side wrapper 510 and changes to a closed state
666. The south side wrapper 510 discards the RST segment
664 and does not transmit it to the network connection 512. In
addition, an ICMP message is also sent to inform the host
about the status of the connection. If the client 514 were to
receive the ICMP message, it would reset the connection,
even without receiving the RST segment 664. Unfortunately,
the ICMP message is created by the network connection layer
512 below the south side wrapper 510 and it is not easy to
intercept and discard at the server. This problem is solved by
altering the ICMP message so that its checksum is invali-
dated, thereby ensuring that the clients network connection
layer drops the altered ICMP message 668 without acting on
it. As a result, the client protocol layer 514 thinks that the
connection is still open and remains in a connection estab-
lished state 556.

The recovery process consists of four phases, namely ini-
tialization, logging, recovery, and termination. The following
terms are used in the recovery protocol. Note, we need the
server IP address from the packet since the server may have
multiple interfaces. This data is ultimately stored in a struc-
ture in the log server 508.

(1) dest_endpoint: the destination IP address and port num-

ber.

(2) dest_sequence: initial destination sequence number.

(3) opts: the TCP options.

(4) src_sequence: initalize server sequence number.

(5) src_endport: server IP address and port number.

(6) rtt: the connection round trip time.

(7) new_port: the new server port number on recovery

(might be modified many times).

(8) new_sequence: the new server sequence number on

recovery (might be modified many times).

During the TCP 3-way handshake, the south side wrapper
510 needs to extract information from all three of the packets
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involved in the establishment of a connection. Furthermore, it
may be necessary to also log data on the SYN-ACK from the
client to the server.

Upon seeing the SYN packet, the south side wrapper 510
performs the following action. The pseudocode is:

if ( packet & SYN && !(packet & ACK) )

dest__endpoint.ip := packet.sender.ip;
dest__endpoint.port := packet.sender.port;

dest__sequence := packet.sender.sequence; // TCP options
opts := packet.options;

Upon seeing the SYN-ACK packet, the south side wrapper
510 performs the following action. The pseudocode is:

if ( packet & SYN packet & ACK && myip == packet.src.ip )

src__endpoint.ip : = packet.sender.ip;
src__endpoint.port := packet.sender.port;
sre__sequence := packet.sender.sequence;

The second SYN-ACK packet also contains a round trip
time (RTT). Although the RTT is computed during the 3-way
handshake, the present invention does not need to simulate
the latency upon recovery. For completeness, the present
invention stores it in case it is needed in the future. The
pseudocode is

if (packet & SYN && packet & ACK && myip == packet.dest.ip)

1tt = packet.rtt;

}

These functions could be rolled into a single if-else tree. Also,
if the connection is rejected, the log server will receive the
packet and act appropriately.

When the failure of the server process 502 is detected, the
server process 502 is restarted, and the log server 508 is
queried for all open connections. These connections are
reconstructed on the restarted server. There are three parts to
recovery: connection establishment, roll forward, and con-
tinuation.

To reestablish a connection, the log server 508 provides a
list of active connections to a process. This process then
communicates the list to the south side wrapper 510. The
south side wrapper 510 will open each connection in the list
and keep track of the sequence and acknowledgment numbers
that must be replaced. The south side wrapper 510 receives
the initialization data consisting of the dest_endpoint,
src_endpoint, src_sequence, opts, and rtt. Since data is passed
directly into the north side wrapper 504, the sequence number
of'the client needs to be adjusted when the connection request
is made and ultimately on every packet. Alternatively, the
connection can be opened with the altered client’s sequence
number set to stable. This precludes having to alter the clients
sequence on every subsequent outgoing packet. It does not,
however, save the trouble of altering the server sequence
number. If a connection is rejected the spoofed connection
request is retried. The psedudocode is:
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// create a new connection packet

connect__packet := new tcp__packet;

packet.flags := SYN;

packet.src.ip = dest__endpoint.ip;

packet.src.port := dest__endpoint.port;

// client’s init. seq. number needs to be adjusted for all
// packets that were previously acknowledged.
packet.src.sequence = dest__sequence + complete;
packet.opts := opts;

// local IP address (

packet.dest.ip = source__endpoint.ip;
packet.dest.port := source__endpoint.port;
compute__checksum(packet);
TCP__Transport_Incoming Segment(packet);

Now the south side wrapper 510 actively watches each
outgoing packet for a packet with the same dest-endpoint. The
south side wrapper 510 inspects the packet for either a SYN-
ACK or RST packet.

// walit for the replay from TCP stack
if (packet.dest.ip == dest__endpoint.ip && packet.dest.port ==
dest__endpoint.port)

// found the right packet
if (packet.flags & RST)

delete packet;
terminate logging;

//the original rtt on the log server

sleep(rtt);

// get the translation sequence, port numbers
new__port := packet.src.port;

new__sequence := packet.src.sequence;

// modify packet

packet.flags := SYN | ACK;

// exchange sender receiver, seq, ip, pott, etc.
packet.src = packet.src ) packet.dest;

packet. dest = packet.src  packet.dest;
packet.src = packet.src packet.dest;
compute__checksum(packet);
TCP__Transport_Incoming Segment(packet);

Following connection establishment, the server process
502 is rolled forward. This is accomplished by retrieving the
data from the log server 508 and putting it into the north side
wrapper 504. Then the data is passed up to the server process
502. The response from the server process 502 is trapped until
the stable point is reached, then the data is allowed to go
through the TCP stack. The pseudocode is:

// we should just pass whatever data is on the log server up to the server
process
while ( data :=log data)

Application_ Incoming Segment(data);
junk = Application_ Outgoing Segment ( );
delete junk;

At this point, the server process 502 and the client should be
synchronized.

After the server process 502 is rolled forward, the system
proceeds as before. The south side wrapper 510, however,
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needs to modify packet port numbers, sequence numbers, and
recompute checksums on both incoming and outgoing pack-
ets. The pseudocode is:

if (packet.dest. ip == dest__endpoint. ip && packet.dest.port ==
dest__endpoint.port)
{
// modify sending port on outgoing packets
packet.src.port = src__endpoint.port;
// adjust the sequence number
// sequence += original sequence — new sequence
packet.src.sequence += src.sequence — packet.src.sequence;
segment.checksum := TCP_ checksum(packet);

else if (packet.dest.ip == src__endpoint.ip && packet.dest.port ==
sre-endpoint.port

// modify destination port on incoming packets
packet.dest.port := new__port;

// modify the ack sequence number

packet.dest.sequence += src.sequence — packet.src.sequence;
// recompute the checksum

segment.checksum := TCP__checksum(packet);

As the new-port and new-sequence provide a 1:1 translation
that is dependent on the actual connection. These values do
not need to reside on the log server 508 because if a subse-
quent failure is detected, these values are recomputed.

The last stage is termination. There are a few conditions
that occur to indicate that the logging session should be
closed.

(1) A packet is received that indicates to the server that the
client wishes to close the connection (FIN bit set). This
not done with a send from the server since there may still
be inflight data from the client to the server.

(2) The server responds with a RST packet (rejecting the
connection request).

(3) Some period of time has elapsed with no “keep-alive”
packets received. Some multiple of the RTT seemed to
be an appropriate time-out at which maintain a set of
timers that allow it to time-out and terminate logging
sessions asynchronously. Since the log server is 508
“smart” it can see that the connection is closing when the
south side wrapper sends the packet and can release
resources allocated to that connection. The pseudocode
is:

// this routine is executed either by some timeout or an explicit close
if ((packet.flags & FIN && packet.flags & ACK) ||

(current__time — time(last__packet) > timeout) ||

(packet.flags & RST))

delete log data and connection entries;
return;

In order to maintain a lightweight south side wrapper 510,
the log server 508 contains most of the logic needed to recover
the server process 502 after it crashes. The log server 508
manages connection parameters, connection data, and pro-
vides both an interface to the north side wrapper 504 and the
south side wrapper 510, as well as an interface to communi-
cate with server process 502.

The log server 508 maintains connection structures for
each established connection. The log server 508 uses these
connection structures to recover the connection by passing
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them to an application who subsequently communicates the
information to the south side wrapper 510. For example, the
pseudocode may be as follows:

struct log__connection-struct {
server__ip;
server__port;
dest__ip;
dest__port;
opts;

stable;
server_ seq;
dest__seq;
modifed;
created }

// time this structure either modified or created

The following functions provide a generic interface to the
log server 508. Particular care is taken to specify an interface
that functions whether the log server 508 is local or remote. If
the log server 508 is remote, an intermediate layer may
needed in a network implementation to handle the translation
from pointers to data packets.

The log_query_num_active function returns the number of
active connections so that the process can adequately allocate
memory. The psuedocode is

unsigned log_query_num_active ().

The log_query-active function is called upon recovery to
determine which connections were open during a crash. The
arguments are the first and last connection to retrieve respec-
tively. In the event that a contiguous piece of memory cannot
be allocated, this function allows the list to be broken into
several pieces. The value is 0 based, as a result, the value of
end is 1 less than the value returned by the num_active func-
tion. Preferably, each connection will be maintained in a
distinct chunk of memory to ease the destruction and creation
of further connections. The psuedocode is:

struct*log_connection_struct log_query_active(un-
signed start, unsigned end).

The log_query_endpoint function returns a connection
structure defined by the specified endpoint. Either the source
or destination endpoint is required. This function returns a
pointer to the structure or a void if nothing matching the
endpoint exists. The psuedocode is:

struct*log_connection_struct log_query_endpoint
(_u32 address, _ul6 port).

The log_write function performs the bulk of the log server
508 work. In order to maintain the simplicity of the south side
wrapper 510, this function is a bit more complex. This func-
tion essentially runs in parallel with the TCP stack though, so
its latency is masked. The second argument is a pointer to the
packet and the first argument is the length of the packet
pointed to by the second argument. The return value will be
composed of a set of flags indicating the operation performed
by the log server 508 as well as the size of the data for that
connection. The return value can be used for expansion, but
will probably not be used to return this parameter all the way
to the south side wrapper 510. Upon each write, this function
extracts the relevant information (in general only the data)
and archives it on stable storage. It then updates stable in the
structure and performs the necessary work to generate an
upcall to the south side wrapper 510. The psuedocode is:

unsigned long log_write(unsigned size, unsigned
char*packet).
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The log-connection_data_length function returns the total
size of all the data for a particular connection so that the caller
may allocate sufficient memory to retrieve the data. The psue-
docode is:

unsigned long log_connection_data_length(struct log-
_connection_struct).

The log_read function returns data to the caller for a par-
ticular connection. The parameters are a connection structure,
as well as a data pointer, and the start and end offsets in the
data stream. It is not an error to pass an end value past the end
of the data since the log server 508 returns the amount actu-
ally written. The function returns the size of the data written
to the area pointed to. This function will pass only the data. To
retrieve a connection structure, a different function is used.
The psuedocode is:

unsigned log_ read(struct log_connection__struct, unsigned char * data,
unsigned start, unsigned end);

The log-install-upcall function provides an interface for
the south side wrapper 510 to install its upcall function.
Preferably, the south side wrapper 510 installs a single upcall
and then as it receives upcalls, it can update a hash table of
endpoints and acknowledgement numbers. Then as it encoun-
ters each outgoing packet, it hashes into the table and retrieves
the acknowledgement. The psuedocode is:

void log__install upcall((void *)(__u32 sequence__number,
_u32 dest__addr, _u32 port));

The log-status-upcall log-status function provides a
method so that the log server 508 can indicate to the primary
server that a failure is imminent or has already occurred. This
allows the primary server to avoid sending packets to the log
server 508 if it is going to fail soon. The status is returned as
a series of flags indicating amongst other things, FAILED,
LOW-SPACE, OK, EXPIRED-CONNECTION, and
OTHER-ERROR. The psuedocode is:

void log__install _upcall((void *)(unsigned status));
unsigned log_ status( ).

The log-register-service function add efficiency by only
allowing the log server 508 to log services that are registered.
A port number is passed to indicate a particular connection
request. If the port number is 0, then all connections are
logged.

void log register_service(_ul6 port).

Other functions can be used to enhance the operation of the
log server 508. For example, the log server 508 may never see
a packet from a client again. The TCP stack will assume that
the client is dead and proceed with closing the connection,
however the log server 508 does not know about this action.
Accordingly, the log server 508 can implement a type of
garbage collection based on the created and modified fields in
the connection structure so that if a connection has not been
active for a period of time, then the log server 508 automati-
cally cleans the log and releases the memory used by the
connection.
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Referring now to FIG. 19, the recovery initialization and
roll forward process in accordance with one embodiment of
the present invention is shown. This process is initiated after
an abnormal close or abort operation issued by the server
process 502 as described in reference to FIGS. 17 and 18.
Accordingly, the connection-oriented protocol layer 506 is in
a closed state 674, the log server 508 changes from a normal
state to a recovering state 682, and the client protocol layer
514 is in a connection established state 556. When the server
process 502 is restarted, it issues a passive open call 670 to the
north side wrapper 504, which sends a passive open call 672
to the connection-oriented protocol layer 506 which is in a
closed mode 674. The connection-oriented protocol layer 506
responds by establishing a TCP port, which is used to identify
the server process 502 as being available for connection with
a client, and changing to a listen mode 676. The connection-
oriented protocol layer 506 then sends a socket opened mes-
sage 678 to the north side wrapper 504, which sends a socket
opened message 680 to the server process 502 and waits for a
client to request a connection to the server process 502. In the
meantime, the log server 508 sends a list of active connections
684 to the south side wrapper 510, so that any data sent to the
failed connections can be intercepted. For example, during
the recovery process, the client protocol layer 514 may send
data 686 to the network connection 512. The network con-
nection then sends the data 688 to the south side wrapper 510,
which “discards” the data 688 without forwarding it to the
connection-oriented protocol layer 506.

After the connection-oriented protocol layer 506 changes
to the listen state 676, the south side wrapper 510 generates
and sends a SYN segment 690 to the connection-oriented
protocol layer 506. The connection-oriented protocol layer
506 changes state to SYN received 692 and sends a SYN-
ACK segment 694 to the south side wrapper 510, which stores
the relevant connection information and sends a SYN-ACK
segment 696 back to the connection-oriented protocol layer
506. The connection-oriented protocol layer 506 then
changes to a connection established mode 698. Note that this
is a new port, rather a re-connection to the port that is known
to the client protocol layer 514. In addition, the south side
wrapper 510 will periodically send an ACK segment 700 for
the last data stored in the stable storage to the network con-
nection 512, which will in turn send the ACK segment 702 to
the client protocol layer 514. The client protocol layer 514
will respond by sending ACK segment 704 to the network
connection 512, which in turn sends ACK segment 706 to the
south side wrapper 510. The south side wrapper 510 “dis-
cards” the ACK segment 706 and does not send it to the
connection-oriented protocol layer 506. These periodic
acknowledgments prevent the client protocol layer 514 from
timing out and closing its connection with the server process
502 while it is recovering. Moreover, the periodic acknowl-
edgments inform the client protocol layer 514 that all data
since the last data stored in stable storage needs to be resent.

The log server 508 sends checkpoint data 708 to the north
side wrapper 504, which then sends the checkpoint data 710
to the server process 502. The checkpoint data 708 is used to
return the server process 502 to the last stored system state.
The server process 502 then sends a receive operation 712 to
the north side wrapper 504, which submits a read request 714
to the log server 508. The log server 508 returns stable data
716 to the north side wrapper 504, which then sends the stable
data 718 to server process 502. The server process 502 sends
a send operation 724 to the north side wrapper 504. Stable
data 726 is sent from the log server 508 to the north side
wrapper 504, which sends the stable data 728 to the server
process 728. This process is repeated until the server process
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is brought up to date the last data received before the failure.
During this process, the north side wrapper 504 spoofs the
server process 502 to think that it is the client protocol layer
514.In the meantime, the south side wrapper 510 periodically
sends ACK segments 720 for the last data stored in the stable
storage to the network connection 512, which in turn sends
the ACK segments 722 to the client protocol layer 514.

Once the server process 502 has been brought back to a
pre-failure state, the log server changes to a recovered mode
732. In addition, the server process 502 sends data 724 to the
north side wrapper 504, which in turn sends the data 730 to the
connection-oriented protocol layer 506. The connection-ori-
ented protocol layer 506 sends and ACK+Data segment 734
to the south side wrapper 510 that modifies the header infor-
mation in the segment to spoof the client protocol layer 514 to
think the server process 502 never failed. The modified ACK+
Data segment 736 is sent to the network connection 512,
which sends the modified ACK+Data segment 738 to the
client protocol layer 514.

Now referring to FIG. 20, a receive operation 740 from the
server process 502 is sent to the north side wrapper 504,
which sends a receive operation 742 to the connection-ori-
ented protocol layer 506. As data segments 744 are received
from the client protocol layer 514 by the server network
connection 512, the corresponding TCP data segments 742
are sent to the south side wrapper 5 10 where the data 748 is
logged with the log server 508. The south side wrapper S 10
modifies the header information of data 746 to correspond to
the new port number for this client and the server process 502.
The modified segment +data 750 is sent to the connection-
oriented protocol layer 506, which converts the TCP data
segments 750 into contiguous application data 752 and sends
data 752 to the north side wrapper 504. The north side wrap-
per 504 then sends contiguous application data 754 to the
server process 502.

Referring now to FIG. 21, after receipt of a data segment,
such as 750 (FIG. 20), at the connection-oriented protocol
layer 506, an ACK segment 756 is sent to the south side
wrapper 510 where it is held until a stable upcall 758 is
received which means that the data has been properly stored
in stable storage and the process can continue. The south side
wrapper 510 then modifies the header information of the ACK
segment 756 to correspond to the old server-client connection
and sends the modified ACK segment 760 to the network
connection 512 which in turn sends the modified ACK seg-
ment 762 to the client protocol layer 514. The acknowledg-
ment is omitted if there is a gap between the data it was
expecting and that which the segment contained. At the dis-
cretion of TCP, the acknowledgment may be delayed and or
piggybacked on outgoing data.

Now referring to FIG. 22, a send operation 764 from the
server process 502 to the north side wrapper 504 is sent to the
connection-oriented protocol layer 506 via send operation
766, and is transformed into the transmission of one or more
TCP segments between TCP peers. As illustrated, the ACK+
Data segment 768 is sent from the connection-oriented pro-
tocol layer 506 to the south side wrapper 510 where the
header of the ACK+Data segment 768 is modified to corre-
spond to the old server-client conneciton. The south side
wrapper 510 sends the modified ACK+Data segment 770 to
network connection 512. The modified ACK+Data segment
772 is then sent to the client protocol layer 514.

Referring now to FIG. 23, a normal close session, which
may be initiated by either the client or the server, is shown.
The server process 502 initiates the close operation 774 via
the north side wrapper 504 and close operation 776 via the
connection-oriented protocol layer 506, which changes to a
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wait mode 780 and sends a FIN segment 778 to the south side
wrapper 510. The south side wrapper 510 modifies the header
information of the FIN segment 606 to correspond to the old
client-server connection and then sends a modified FIN seg-
ment 782 to the server network connection 512. After the
client protocol layer 514 receives the modified FIN segment
784, it changes to a wait mode 785. Meanwhile, client proto-
col layer 514 sends an ACK+Data segment 786 to the network
connection 512, which sends an ACK+Data segment 788 to
the south side wrapper 510. The data 790 is logged in the log
server 508, while the south side wrapper 510 modifies the
ACK+Data segment 788 to correspond to the new connection
and sends the modified ACK+Data segment 792 to the con-
nection-oriented protocol layer 506. The data 794 is sent to
the north side wrapper 504, which sends data 796 to the server
process 502. The connection-oriented protocol layer 506 also
sends an ACK segment 798 to the south side wrapper 510. The
header information of the ACK segment 798 is modified to
correspond the old client-server connection and is held until a
stable upcall 800 is received. Thereafter, modified ACK seg-
ment 802 is sent to the network connection 512 and modified
ACK segment 804 is sent to the client protocol layer 514.

The client protocol layer 514 sends a FIN-ACK segment
806 to the server network connection 512, which in turn sends
FIN-ACK segment 808 to the south side wrapper 510. The
south side wrapper 510 modifies the header information of
the FIN-ACK segment 808 to correspond with the new con-
nection and sends the modified FIN-ACK segment 810 to the
connection-oriented protocol layer 506. The connection-ori-
ented protocol layer 506 continues to wait. Once the client
receives all the data, the client protocol layer 514 sends a FIN
segment 812 to the server network connection 512, which
sends FIN segment 814 to the south side wrapper 510. As
before, the south side wrapper 510 modifies the header of FIN
segment 814 to correspond to the new connection and sends
the modified FIN segment 816 to the connection-oriented
protocol layer 506. The connection-oriented protocol layer
506 then sends a FIN-ACK segment 818 to the south side
wrapper 510 and changes to a closed mode 820. The south
side wrapper 5 10 modifies the header information of the
FIN-ACK segment 818 to correspond to the old connection
and sends the modified FIN-ACK segment 822 to the network
connection 512. The network connection 512 sends the modi-
fied FIN-ACK segment 824 to the client protocol layer 514,
which then changes to a closed mode 826.

Although preferred embodiments of the invention have
been described in detail, it will be understood by those skilled
in the art that various modifications can be made therein
without departing from the spirit and scope ofthe invention as
set forth in the appended claims.

The invention claimed is:

1. A system comprising:

a server computer having a process layer, a protocol layer
coupled to the process layer through a first wrapper, and
a network interface coupled to the protocol layer
through a second wrapper wherein the first wrapper
interposes active software between the protocol layer
and the process layer, and the second wrapper interposes
active software between the network interface and the
protocol layer;
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a log server coupled to the first wrapper and the second
wrapper wherein the first wrapper and second wrapper
are capable of receiving a message, determining whether
to store one or more elements of the message, storing the
one or more elements of the message in the log server
when the one or more elements of the message are to be
stored, transmitting the message, and determining
whether the server computer has failed and when the
server computer has failed, restoring the server com-
puter to a pre-failure connection state using the one or
more stored message clements;

one or more client computers; and

one or more network connections between the one or more
client computers and the network interface of the server
computer.

2. The system as recited in claim 1, wherein the first wrap-
per is interposed in a first interface between the process layer
and the protocol layer, and the second wrapper is interposed
in a second interface between the protocol layer and the
network interface.

3. The system as recited in claim 1, wherein the first wrap-
per and the second wrapper are interposed in the protocol
layer.

4. The system as recited in claim 1, wherein the first wrap-
per and second wrapper are further capable of determining
whether to delay the message, and delaying the transmission
of'the message until one or more conditions are satisfied when
the message is to be delayed.

5. The system as recited in claim 4, wherein the one or more
conditions comprises successful storage of the one or more
elements of the message.

6. The system as recited in claim 1, wherein the first wrap-
per and second wrapper are further capable of determining
whether to discard the message, discarding the message when
the message is to be discarded, and not transmitting the mes-
sage when the message is to be discarded.

7. The system as recited in claim 1, wherein the first wrap-
per and second wrapper are further capable of determining
whether to modify the message, modifying one or more ele-
ments of the message when the message is to be modified.

8. The system as recited in claim 1, wherein the second
wrapper is further capable of periodically transmitting an
outgoing message to maintain the connection until the appli-
cation is restored.

9. The system as recited in claim 1, wherein the first wrap-
per and second wrapper are further capable of periodically
storing a current state of the server and discarding any stored
elements that are no longer needed to restore the server to the
current state.

10. The system as recited in claim 1, wherein the message
is a protocol segment.

11. The system as recited in claim 1, wherein the message
conforms to the Transmission Control Protocol (TCP) stan-
dard.

12. The system as recited in claim 1, wherein the log server
is remotely located from the server.

13. The system as recited in claim 1, wherein the log server
is a stable memory in the server.

14. The system as recited in claim 1, wherein the log server
is a secondary server.
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