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Simple Mail Transfer
Protocol (SMTP, RFC 822)

« SMTP Limitations - Can not transmit, or has a
problem with:

- executable files, or other binary files (jpeg
image)

- “national language” characters (non-ASCIT)
- messages over a certain size
- ASCIT to EBCDIC translation problems

- lines longer than a certain length (72 to 254
characters)
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Header fields in MIME

+ MIME-Version: Must be "1.0" -> RFC 2045, RFC

2046

Content-Type: More types being added by
developers (application/word)

+ Content-Transfer-Encoding: How message has
been encoded (radix-64)

+ Content-ID: Unique identifying character string.

- Content Description: Needed when content is not
readable text (e.g.,mpeg)
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MIME Content Parts

Text Plain Unformatted text

Enriched HTML / RTF, etc

Multipart Mixed Independent Parts; present in order

Parallel Independent Parts; any order

Alternative | Versions of same information

Message rfc822 Encapsulated message
Image jpeg Image in jpeg format, jfif encoding
Video mpeg Video in MPEG format
Application <various> | Postscript, Octet-stream, Word, etc.
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S/MIME Functions

+ Enveloped Data: Encrypted content and
encrypted session keys for recipients.

+ Signed Data: Message Digest encrypted
with private key of “signer.”

+ Clear-Signed Data: Signhed but not
encrypted.

- Signhed and Enveloped Data: Various
orderings for encrypting and signing.
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Algorithms Used

* Message Digesting: SHA-1 and MD5
- Digital Signatures: DSS (shou/dRSA)

+ Secret-Key Encryption: Triple-DES,
RC2/40 (exportable)

* Public-Private Key Encryption: RSA with
key sizes of 512 and 1024 bits, and Diffie-
Hellman (for session keys).
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User Agent Role

S/MIME uses Public-Key Certificates - X.509
version 3 signed by Certification Authority

Functions:

- Key Generation - Diffie-Hellman, DSS, and RSA key-
pairs.

- Registration - Public keys must be registered with
X.509 CA.

- Certificate Storage - Local (as in browser application)
for different services.
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User Agent Role

+ Example: Verisign (www.verisign.com)

- Class-1: Buyer's email address
confirmed by emailing vital info.

- Class-2: Postal address is confirmed as
well, and data checked against
directories.

- Class-3: Buyer must appear in person,
or send notarized documents.
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TCP/IP Example

End System Y End System Y
Router 1 LAN, WAN, Router 2
or
— —_— O point-to-point link — O i
= f—
LAN LAN
Appli- Appli-
cation « > cation
TCP |« p| TCP
IP |q—p IP P 4+—p| IP
LLC |¢4—p| LLC LLC [¢4—p| LLC
MAC |¢4—p] MAC MAC j[¢4—p| MAC
Physical |¢4——p{ Physical|Physical Physical|Physicalj¢——p{Physical
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IPv4 Header

Bit: (1] 4 o] 16 19 3
ra
Version | IHL Type of Service Total Length
- Identification Flags Fragment Oftset
o
2 Time to Live | Protocol Header Checksum
=
Source Address
Destination Address
Options + padding
10
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Bit:

40 octets

IPv6 Header

0 4 12 16 31
Vi Z
Version Traffic Class Flow Label
Payload Length Next Header Hop Limit

- Source Address -

— J

- Destination Address -

— J

V
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IP Security Overview

» Applications of IPSec

- Secure branch office connectivity over
the Internet

- Secure remote access over the Internet

- Establsihing extranet and intranet
connectivity with partners

- Enhancing electronic commerce security
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IP Security Scenario

User system
with IPSec

IP [PSec Secure IP
Header | Header Payload

Public (Internet)
or Private
Network

E Networking device
with TPSec

P P P

1P
Header Payload

Header Payload
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IPSec Document Overview

Architecture

v

y

ESP AH
Protocol Protocol
v v v
Encryption Authentication
Algorithm Algorithm
h 4 DOI |¢—X

l

Management

Key
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IPSec Services

» Access Control

» Connectionless integrity

» Data origin authentication

* Rejection of replayed packets

» Confidentiality (encryption)

» Limited traffic flow confidentiallity
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Security Associations (SA)

* A one way relationship between a
sender and a receiver.

» Identified by three parameters:
- Security Parameter Index (SPI)
- IP Destination address
- Security Protocol Identifier
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Transport Mode
SA

Tunnel Mode
SA

AH

Authenticates IP payload
and selected portions of

IP header and IPv6
extension headers

Authenticates entire
inner IP packet plus

selected portions of
outer IP header

ESP

Encrypts IP payload and
any IPv6 extension
header

Encrypts inner IP
packet

ESP with
authentication

Encrypts IP payload and
any IPv6 extension
header. Authenticates IP
payload but no IP header

Encrypts inner IP
packet. Authenticates
inner IP packet.
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IPv6

Before applying AH

IPvd

extension headers

(if present)
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IPv6H

Transport Mode (AH
Authentication)

#—authenticated except for mutable fields—jp»

IPv4

authenticated except for mutable fields >

hop-by-hop, dest,

routing, fragment
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IPvh

Tunnel Mode (AH
Authentication)

authenticated except for mutable

4 fields in the new IP header >

authenticated except for mutable fields in

new I[P header and its extension headers
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Authentication Header

* Provides support for data integrity and
authentication (MAC code) of IP packefts.

» Guards against replay attacks.

Bit:

0 8 16 31

Next Header | Payload Length RESERVED

Security Parameters Index (SPI)

Sequence Number

Authentication Data (variable)

Figure 6.3 IPSec Authentication Header
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End-to-end versus End-to-
Intermediate Authentication

Server

End-to-end

e \ authentication / -

Internal Network

End-to-end
authentication

. External
Network

= Router/Firewall

End-to-intermediate

authentication -
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Encapsulating Security Payload

+ ESP provides confidentiality services

—Confidentiality Coverage—J»

Bit:

44— Authentication Coverage————Jp»

0 16

Security Parameters Index (SPI)

24 31

Sequence Number

Payload Data (variable)

Padding (0 - 255 bytes)

Pad Length

Next Header

Authentication Data (variable)

Figure 6.7 IPSec ESP Format
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Encryption and
Authentication Algorithms

» Encryption:

- Three-key triple DES
- RCH

- IDEA

- Three-key triple IDEA
- CAST

- Blowfish

* Authentication:

- HMAC-MD5-96

- HMAC-SHA-1-96
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ESP Encryption and
Authentication

#4— authenticated -

+ encrypted I

IPy6 it Sl st| ~TCP £ R SDatatl’,

routing, fragment i ‘.

{a) Transport Mode
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IPv6

ESP Encryption and
Authentication

< authenticated >
- encrypted -

L P Sy - -

r 1 - I N

f."-..""-' . I."l_tq_lhn.l
verof Data oo
_.-_".1" - T !

Fa P -

Y ~

L | encrypted >

headers

(b)) Tunnel Mode

CS-402 Computer and Network 26
Security, Fall 2003



Combinations of Security
Associations

One or More SAs

Local
Intranet
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Combinations of Security
Associations

Tunnel SA

O M——

I & .
| Security
' Gateway™

Local
Intranet
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Combinations of Security
Associations

Tunnel SA

: Security | Security
I Gateway™ I Gateway®

Local
Intranet
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Combinations of Security

Associations

Tunnel SA

One or Two SAs

1 Security
' Gateway™

Local
Intranet
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Key Management

- Two types:
- Manual

- Automated
* Oakley Key Determination Protocol

» Internet Security Association and Key
Management Protocol (ISAKMP)
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Oakley

- Three authentication methods:

- Digital signatures
- Public-key encryption
- Symmetric-key encryption
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ISAKMP

Bit: 0 8 16 24 31

— Initiator Cookie

— Responder Cookie
Next Payload | MjVer| MnVer| ExchangeType Flags
Message ID
Length
(a) ISAKMP Header
Bit: 0 8 16 31
Next Payload RESERVED Payload Length

(b) Generic Payload Header

Figure 6.12 ISAKMP Formats
Security, Fall 2003
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