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1 Introduction

The original UNIX operating system was invented by Dennis Ritchie and Ken Thompson in 1969 on a DEC PDP-7 at Bell
Labs. In the years since, development has splintered into several UNIX variants, some proprietary and some opeAlsource.

of these “UNIX-like” systems are bound by a set of standards called POSIX which ensures that code developed on one POSIX
compliant operating system can be recompiled on another.

Linux (pronounced “I-nuks”, with a short i) is a UNIX-like operating system that was born in 1991 as the hobby of a young
student, Linus Torvalds, at the University of Helsinki in Finland. Thousands of developers have since joined the Linux project,
and Linux has grown into a mature and powerful operating system. Linux is now widely used around the world by individuals
and companies as diverse as L.L. Bean, Home Depot, Amazon.com, and Dreamworks SKG. It is supported by big computer
makers like IBM, Dell, and Compag.

Linux is developed and distributed under tBBIU General Public Licens@PL). The GNU (pronounced “guh-NEW”) project
(www.gnu.org ), from which the GNU General Public License originates, was founded in 1984 with the goal of developing
high quality, free software. Most of the software bundled with Linux comes from the GNU project. GNU is a recursive acronym
for “GNU’s Not UNIX”. The name is a reaction to the original proprietary implementations of UNIX, to which the founders
objected. In a nutshell, the GPL dictates that the operating system is free of cost and that its source code is freely available for
anyone to examine or change.

The purpose of this document is to acquaint you with Linux (and UNIX operating systems in general) and the associated
software installed on the machines in our labs. Appendix B contains a lengthy command reference that you can use once you
are comfortable with the basics. However, this introduction is not, by any means, meant to be a complete reference for Linux.
Rather, this document is meant as a starting point. Several pointers to additional references are given in the text for those who
wish to learn more.

Most of the machines in the department run some variant of UNIXOlin 219, there are 17 machines running Linux. In

Olin 216, there are two dual processor Power Mac G4 computers running Mac OS X 10.2 (based on FreeBSD UNIX and the
Mach 3.0 microkernel), two Sun Blade 150 workstations running Solaris 8 (Sun Microsystems’ version of UNIX), and a Silicon
Graphics Octane workstation running IRIX 6.5 (SGI's version of UNIX). In Olin 219, there are 25 dual processor Power Mac
G4 machines running Mac OS X 10.2. Our file server is a Sun Enterprise 250 running Solaris 8. Although you will find that the
information in this document generally applies to all these machines, it is written specifically for Linux. We will try to maintain

a relatively consistent suite of core software on all the UNIX machines in the department. We encourage you to use these new
computers and experience these different operating systems.

2 Logging In and Out

If you do not already have a Linux account, your instructor should be arranging for one férAfter. you receive an account,

you will be able to log into any of the UNIX machines with the same username and password. Each of the machines reads
password information from our file server (namgdhshine ). Your personal home directory, in which you can store your
personal files, will also be accessible from every machine. Your home directory has the pathom®&isername , where
username is your username. A disk quota of 30 MB has been assigned to your account.

2.1 LoggingIn

If you sit down at a machine and the screen is black, wiggle the mouse a little. The screen saver will disappear and a login
screen will appear. Just type your username in the appropriate box, hit Enter, enter your password, and hit Enter again.

2.2 Logging Out

Later, when you are ready to log out, you can do so from the Panel menu in the bottom left corner of the screen. You might
want to check the button in the logout window to remember the current state of your session. Most of the programs you leave
running will be started up automatically when you next log in. However, you should always quit Netscape before logging out.
For reasons unknown, Netscape may continue to run and slow the machine down if you do not.

1The history of UNIX is very interesting. You can find it many places on the web.
2You can find more detailed information about these machines in Appendix A.
3please note that this account is different from your Novell account.



Nevershut any of the Linux machines off. In the unlikely event that a machine seems to hang for a very long time, tell Tony
Silveira (Olin 225;silveira@denison.edu ) and then move to another machine, rather than reboot. It can be very bad
for the machine to be shut down improperly. Since these are networked, multiuser workstations, it is also entirely possible that
someone is logged into one remotely. If you shut it off, that person will be logged out suddenly, will probably lose their work,
and will not be very happy with you!

3 The Graphical User Interface

After logging in, a graphical user interface or GUI similar to Windows or Mac OS will appear. Basic GUI functionality in Linux

is provided by a program calleflWindows The actual “look and feel” of the GUI you are using is specified by a program called
awindow managerin your case, you are probably running either 8svfishor Enlightenmentvindow manager (depending

upon when your account was created) in Geomedesktop environment. Gnome essentially runs “beneath” the window
manager to provide some useful tools and a uniform “look and feel” across different window managers. You can change the
“look and feel” by using a different window manager and/or by changing your preferences wiintrae Control Center
accessible by pressing the button with the toolbox on it inRfueelat the bottom of your screen (or by typiggomecc in a

shell window; more later).

ThePanelcontains several buttons that allow you to quickly perform common tasks. The leftmost button on the panel launches
a menu that will allow you to access several useful programs. Most of the other buttons start up specific programs. To learn
what a button does, run the mouse pointer over it. Take some time later to browse these buttons and menus. You will discover
a wide range of applications that you might find useful. You can also add your own buttons to the panel with the Panel menu.
You can launch the Panel menu by pressing the right mouse button on a Panel edge.

X Windows expects a 3 button mou$eThe left, middle, and right mouse buttons are sometimes called buttons 1, 2, and 3,
respectively. Mouse buttons do different things in different applications. For example, clicked on a Panel edge, the left mouse
button collapses the Panel, the middle mouse button allows you to resize the Panel, and the right mouse button launches a Panel
menu. If you press a particular mouse button on the desktop (also calleabth&indow), you will get a menu called ot

menu Depending on the window manager, the root menus may give access to programs or utilities, or allow you to focus
existing windows. Of course, you can also focus, move, resize, iconify, and close windows using the mouse. These operations
are generally accomplished the same way as in Windows or Mac OS. The functionality of specific mouse buttons, however,
depends on your Window Manager. Some brief experimentation should clarify things.

Once you are logged in, you will probably see several windows on your desktop; one may look a little like the Windows
Explorer and another may be the Gnome Help Browser. You can use the former to find and open files much as you might in
Windows or Mac OS. You can use the latter to learn more about the user interface and the many programs bundled with Linux.
(If these windows do not appear, they may opened later as needed by clicking on the folder icon labeled “Home Directory” and
the button on the Panel with a question mark on it, respectively.)

When you are ready, click on the Panel button that looks like a monitor (or sometimes, a footprint). This will bri@gramal

window into which you can type Linux commands. The program running in the terminal window that accepts these commands
is called ashell The default shell is calledash (the GNU Bourne-Again SHell). When you start the shell, you only see a
promptlike:

joe@tigger>

The prompt indicates that the shell is ready to accept your commands. In this example, the prompt indicatesjtigatisser
logged into the computer namégdger . As you learn more about Linux, you will find that many things can be accomplished
either by “pointing and clicking” with the mouse or by typing commands in a shell. While using the mouse is often more
convenient, shell commands can give you greater control over an operation. They are also often more convenient for performing
some quick file operations. We will cover many shell commands later in this tutorial.

4 The Linux Filesystem

Linux maintains aierarchicalfile system, similar to what you are used to with Windows or Mac OS. The file system is called
hierarchical because directories (or folders) can be created inside other directories to create a hierarchical tree-like structure.
Unlike Windows and Mac OS, however, this tree has only one root, calleddtdirectory, represented by (a forward slash).

40n a two button mouse, the middle button is simulated by pressing the left and right buttons simultaneously.



bin

libc.a libc.so

hello.cc sort.cc README

Figure 1: A simple example of a hierarchical file system.

A simple example of a hierarchical file system is shown in Figure 1. Each boxed name represents a directory, while the unboxed
names are files.

Linux file names arease sensitivand may contain almost any character. File names may or may not be followed by an
extension liketxt or.cc orhtml . In fact, the period in a file name is not given any special significance by a shell, and
extensions are rarely required for a file to be opened by a particular application. However, it is usually a good idea to include
an extension for a file so it is easier for you to figure out what kind of file it is. By convention, executable programs in Linux
usually have no extension.

Any directory that is not the root is usually calledabdirectory For example, in Figure Lisr is a subdirectory of anddoc
is a subdirectory ofisr . The directoryusr is also called thg@arent directoryof doc and/ is the parent directory afsr .
The root directory is the only directory without a parent; by convention, the root directory is its own parent.

In a Linux filesystem, thein subdirectory contains programs that correspond to core Linux commandasiT teibdirectory
contains many other parts of the basic Linux system. fidrae subdirectory contains the home directories of all the users with
accounts on the system. If your username vjeee, you could store your files in tHee subdirectory ohome.

The pathnameof a file contains a sequence of directories to follow to reach the file. For example, the pathnampef the
subdirectory ihome/joe . The pathname of the filmyfile.txt inthejoe subdirectory ighome/joe/myfile.txt

The pathnames above are caliabolute pathnamédsecause they contain all the information needed to find a file. On the other
hand, aelative pathnamegives the information necessary to find a file from a particular point in the tree. For example, from the
directory/home , the relative pathname ofyfile.txt is justjoe/myfile.txt . Notice that you can tell the difference
between an absolute and a relative pathname by looking for the leading forward slash.

4.1 The Working Directory

Relative pathnames are always specified with respect tavdinking directory which is a special directory remembered by the
shell, and is interpreted to be the directory you are currently “in”. To see your current working directory in the shell, type

pwd

in the terminal window. (From now on, we will omit t after commands; you will need to hit this key after every
command you enter.) You should see something like

joe@tigger> pwd
/homel/joe

to indicate that your are currently in your home directory. (The subdiregtery will be, of course, replaced by your user
name.) Whenever you create or refer to a file using a relative pathname, the pathname of the working directory is simply
prepended to get the correct absolute pathname.

You can also specify pathnames that go “up” in the tree by using the special symbBolvhich refers to the parent directory
of the current directory. For example, in Figure 1, if the current working directory Yiéne , then the relative pathname
../nomel/lisa/hello.cc would refer to the fildhello.cc  in the subdirectoryisa

You can use thed command to change your working directory. For example, to change your working directory to the parent
directory, type



cd ..
in the the terminal window. To confirm the change, tyed. You will now see:

joe@tigger> pwd
/home

To change back to your home directory, type
cd joe

(replacingjoe with your username, of course). Here is a shortcut: tygishdy itself will always return you to your working
directory from anywhere.

4.2 Listing Directory Contents

Thels command is used to list the contents of a directory. To list the contents of the working directory, type
Is

by itself. (If this is your first time using Linux, there may be no files to see quite yet.) To list the contents of another directory,
either usecd to change to that directory and then tyige, or specify the name of the directory after tise command. For
example,

Is /bin

will list all the files and subdirectories in thkin  directory.
Linux commands can be augmented vattionsthat follow a command and are usually prefixed by @ dash). For example,
type
Is -a
from your home directory. Now you will notice that more files show up. These are dldessince they all start with a dot
(a period). These files contain configuration information for various programs (including the shell; more on this in Section 13)
and are normally hidden. Tha option (short forall) displays these files in addition to the other files in the directory. The first
two files that you see (and.. ) are special characters that refer to the directory itself and the parent directory, respectively.

While we are on the topic of special characters, it is worthwhile to mention that a tilde charfgawdys refers to your home
directory. So, for example, the command

Is ~

lists the contents of your home directory.

You may have noticed that some file names were followed by special symbols, ltkeor @in the directory listing. Thée

indicates that the file is actually a subdirectory. Fhimdicates that the file is an executable program. @edicates that the

file is actually a symbolic link (or alias) to another file somewhere else in the filesystem. (If you did not see these characters,
use theF option withls .)

Now try typing
Is -al

in the shell. In this case, you are combining two options —-thheoption and thel option (forlong). You will see an
expanded file listing, something similar to (but not exactly like) this:

total 27

drwx------ 70 joe joe 6144 Jul 30 13:02 ./

drwxr-xr-x 102 root root 2048 Mar 26 09:23 ../

-rW-r--r-- 1 joe joe 1067 Aug 16 1999 .Xdefaults
-rW-r--r-- 1 joe joe 1100 Mar 27 16:27 .bash_profile
-IW-r--r-- 1 joe joe 1625 Jan 12 2001 .bashrc
-rW-r--r-- 1 joe joe 4581 Feb 1 16:17 .emacs
drwxr-xr-x 12 joe joe 1536 Jul 23 10:31 .gnome/
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drwxrwxr-x 2 joe joe 512 Mar 30 13:04 .gnome-desktop/

drwxr-xr-x 7 joe joe 1024 Jul 27 17:02 .netscape/

drwxrwxr-x 3 joe joe 512 Jan 3 2001 .sawfish/

-FWXr--f-- 1 joe joe 1606 Aug 18 1998 .xinitrc*

IrWXrwxrwx 1 joe root 8 Aug 13 1999 .xsession -> .xinitrc*

The first line gives the total amount of disk storage used by the files in this directory, in disk blocks. Each additional line in the
display gives information about one file or subdirectory in the directory. The first character in the first column in the file listing
tells you what type of file you are looking at.-Ameans that this is a normal filedameans that this is actually a subdirectory,

and al means that this is a symbolic link (more on links in Section 7.6). The rest of the characters in the first column give
information about file permissions. We will talk about this more in Section 8.2. The second column gives the number of hard
links to this file or directory (again, more in Section 7.6). The third columns tells whowher of the file or directory is.

Every file in a Linux filesystem has an owner who can decide who has access to that file. In thisecasens every file in

his home directory except the parent directory. The fourth column indicategdhp of each file or directory. Groups can be

used to give access to a file to a group of specific users. The fifth column gives the size of the file or directory in bytes. The
sixth column gives the time the file was last modified. Finally, the seventh column gives the name of the file or directory.

4.3 Wildcard Characters

Sometimes it is convenient to specify a group of files or directories as the argument to a command. If the names of these files
are similar in some way, wildcard characters may be used. There are two main wildcard chargctan:be substituted for

any string of 0 or more characters an@ a&an be substituted for exactly one character. For example, if you wanted to list all
files in the working directory that start wittrog , you could type

Is prog*

in the shell. If you wanted all the files with.ac extension, you could type
Is *.cc

in the shell. If you wanted all the files with names ligogl.cc , prog2.cc , etc., but noprog.cc , you could type
Is prog?.cc

in the shell.

Wildcard characters can be used anywhere you would normally use a file or directory name.

4.4 Multiple Disks in the Filesystem

In Windows and Mac OS, different disks maintain their own filesystems (directory trees) and each is named with a letter like

C: (Windows/DOS) or a name likelard Drive (Macintosh). So how are multiple disks accessed in the Linux filesystem

with only one root? The answer is that eachisuntecdat a separate directory in the filesystem. So, for example, a separate disk

may be mounted at the directotyome . In this case, every time you access something in directamsne , you are actually
accessing a file on this separate disk. This is transparent to the user, but you can peek at which disks are mounted where on a
computer by using thdf command in the shell. You will see something like this:

Filesystem 1k-blocks Used Available Use% Mounted on
/dev/hda8 497667 78511 393454 17% /
/dev/hdal 14607 2758 11095 20% /boot
/dev/hda7 5308207 1085340 3948063 22% /[usr

sunshine:/export/home.linux

8357259 7024141 497393 94% /home
sunshine:/export/local.linux

8357259 7024141 497393 94% /usr/local
/dev/hdc 609750 609750 0 100% /mnt/cdrom

The first line indicates that the disk with symbolic n&dev/hda8 is mounted at the root directory. The second line
indicates that another disk with symbolic nadev/hdal is mounted at subdirectofpoot . The third line is similar.

5This symbolic name looks a lot like a pathname because it actually is one! As you learn more about Linux, you will find that virtually everything is a file.
In this case, the filbda8 in the/dev directory is a virtual file that actually refers to a partition on a hard disk.
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The disk in the fourth line is actually a subdirectory on a disk on another networked comgpurtshine ). The/home
directory on every computer in the lab points to this same directoryumshine . This is how you are able to access your
home directory (which is actually ssunshine ) the same way from every computer! The protocol that allows this seamless
mounting of remote disks is called tiNetwork File SysterfNFS). The fifth line is similar to the fourth, and the sixth line
represents the CD-ROM drive, which is mountednamt/cdrom

5 Viewing Files

5.1 TextFiles

The easiest way to view the contents of a file is by usingctite command. The name of the command sounds odd at first, but
it will make more sense when we revisit it in Section 7.7. For example, to view the file ntegohsswd , simply type
cat /etc/passwd

in the shell. (This file contains some encrypted passwords for this machinecaTheommand is really only good for looking
at small files, since the entire file is displayed without stopping. To view longer files, it is better to usertih@ommand. For
example, try to view the file again by typing

more /etc/passwd

in the shell. Notice that, this time, the command stops after one page is displayed. To view the next| lErgehit To view
the next page, hit the space bar. To move backward one pagp‘E'D exit, type@. If you want to search for something

while in more, type followed by what you want to find and then .

5.2 Other File Types

Files other than text files can viewed by using an appropriate program, as indicated in the table below. Follow the command
with the name of the file to view it or omit the file name and select the file from the menu once the program is running.

File Type | Program Name Command
Postscript gv (based on GhostView) gv
Portable Document Format (PDF)Adobe Acrobat Reader | acroread
Image files XV XV
Image files The Gimp gimp
LaTeX ouput (DVI) xdvi xdvi
Hypertext (HTML) Netscape netscape
MP3 and MPEG gtv gtv

6 Online Help

The commands we have covered so far are just a tiny portion of those available. So how do you find out about these commands
and remember all those you have learned? You don't; you use the online manuals instead!

6.1 Online Manual

The online manual can be invoked with tilancommand. For instance, to find more information aboutstheommand, type

man Is

from a shell. The manual page is displayed usimaye, so hit the space bar to see each page. If you want to find out more about
man itself, typeman man There are manual pages on most Linux shell commandon most standard C/C++ functions
and Linux system calls.



6.2 Apropos

If you're looking for how to do something, but don’t know the command yet, tregm®pos command. For example, if you
want to display a new clock window, try typirapropos clock . A list of matching manual sections will be listed. There is
an stunning amount of software installed on these machines. Exploring is the only way to found out about it.

6.3 Info

The manual pages are slowly being replaced by a program called texinfo, so you might try this if a man page does not exist.
The command to display these so-called “Info” pages on a particular comeniand

info ¢

Navigation through these info pages is confusing at first, but it basically works like Emacs (Section 10.2), except that there are

links you can follow in the text. Consult the info pageiafo  for more “info” by typinginfo info . Typing when you
enterinfo  will start an introduction.

6.4 The Gnome Help Browser

You can also access the manual pages and info pages through the Ghome Help Browser. If you are sitting at the console of a
machine, this option is preferable to the command line alternatives since navigation is all via point-and-click. The Gnome Help
Browser can be accessed by pressing the Panel button with a question mark on it (@nawta-help-browser in the

shell).

If the online help functions do not answer your question, you may want to consult one of the Linux books kept in the depart-
ment office (Olin 201) or a book in the bibliography at the end of this document. If you are really stuck, ask Tony Silveira
(silveira@denision.edu ) or Professor Havilllfavill@denison.edu ).

7 Manipulating and Processing Files

7.1 Copying Files

To make a copy of an existing file, use thp command. For example, to make a copy of a filgfile.txt called
myfile2.txt in the working directory, you would type:

cp myfile.txt myfile2.txt
If you want to create a copy ahyfile.txt in acs100 subdirectory, type:
cp myfile.txt ¢s100

Notice that, if the destination file name is missing, the copy will have the same name as the original.

7.2 Moving and Renaming Files

Themvcommand is similar to thep command except that the original file is not preserved. Instead, the file is “moved” to the
destination location. For example, if you had typed

mv myfile.txt ¢s100

above instead afp myfile.txt ¢s100 , the file would have been moved to the subdirectory rather than copied.
Themvcommand is also used to rename files. For example, typing

mv myfile2.txt myfile3.txt

will renamemyfile2.txt to myfile3.txt



7.3 Removing Files

To remove (delete) a file or group of files, use thecommand. For example,
rm myfile3.txt

deletes the filenyfile3.txt . The command
rm *

will remove all the files in the current directoryB¢ carefulusingrm with wildcard characters!)

7.4 Creating Subdirectories

In order to organize all of your files, you will want to create subdirectories in your home directory. To create a new subdirectory,
use themkdir command. For example, to create a new subdirectory nas&ad in your home directory, change to your
home directory and type

mkdir ¢s100

in the shell. If you now typds , you will see your new subdirectory.

7.5 Removing Subdirectories

To delete the subdirectorgs100 , type:
rmdir ¢s100
To remove (delete) a subdirectory, the subdirectory must be empty. To delete files in a directory, you will need tamse the

command (Section 7.3).

Therm -R command can be used to remove a non-empty directory.-Rheption is short for “recursive”. This command
deletes all the files in the directory and then the directory itself.

7.6 Symbolic Links

A symbolic (or soft) link is an indirect reference to a file, similar to an “alias” in Mac OS or a “shortcut” in Windows. Sup-
pose you use a particular file often, but it is deeply nested in a subdirectory 4 levels down from your home directory. Rather
than typing the full pathname of this file (or changing to that subdirectory) every time you want to access it, you can cre-
ate a symbolic link to it in your home directory (or somewhere else handy). Then whenever you want to access that file,
you can just access the symbolic link instead of the file itself. For example, suppose this commonly accessed file is called
“Ipersonal/misc/letters/contacts . To create a symbolic link to this file calléaiddies in your home directory,

you would type:

In -s “/my/misc/stuff/friends “/buddies

Typingls -1 inyour home directory would now yield an entry like the following for your symbolic link:
srw-r--r-- 1 joe  joe 40 Aug 4 11:01 buddies -> /home/joe/my/misc/stuff/friends

Referring to this symbolic link (witleat , for instance) will always refer to the real fillekome/joe/my/misc/stuff/friends
You can also use symbolic links with directories.

Linux actually supports two different kinds of link&ard andsymbolic(or sof). A hard link is a direct link to a lower level
operating system maintained entry for a file on disk, and is less flexible than a symbolic link. Using¢tbenmand without
the-s option creates a hard link instead of a symbolic link.
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7.7 1/0 Redirection and Pipes

Many commands read their input frostandard inputand/or write their output tstandard outputThe former is the keyboard
by default and the latter is the terminal window, by default. To redirect output to a file instead, you can »symhigol. For
example,

Is > Is-output

redirects the output of the command to the filés-output  instead of to the console. The symbai works like>, except
that it appends the output to the end of an existing file. To redirect input from a file, usesyimbol. For example,

cat < input

reads the contents of the file namiegut are prints it to the terminal window. These symbols can be used together. For
example,

cat < input > output
reads the contents of the filgput and writes it to the filoutput

Pipes are a more powerful way to redirect input and output. If you set up a pipe between two programs, the output of the first
program is used as the input to the second program. The second program is &itbedreor example,

Is -I | grep foo

performs a directory listing and then pipes this listing to ghep command, which prints out only those lines that contain

foo . This combination is useful if you are looking for the process ID of a particular process you need to kill (see Section 9). If
you expect there to be quite a few lines contairfimg from the last command, you may want to further pipe the results to the
more command to display one page at a time. To do this, type:

Is -1 | grep foo | more

7.8 Printing

You can print a file either by selecting a menu option in a running application, or by issuilgy theommand from a shell. To
print a file namedile.cc usinglpr , type:

lpr file.cc
By default, you will print to the printer in Olin 219. If you want to print to another printer, say the one in Olin 216, use:
lpr -Ppr216 file.cc

The-P option, followed by the name of a printer, changes the printer to which to print. The printers in Olin 216, 217, and 219
are namegr216 , pr217 , andpr219 , respectively.
To look at the current print queue, use thg command. TheP option can also be used wilhg to specify the printer. For
example, to see the current entries in the queue for the printer in Olin 216, type

Ipg -Ppr216

(or justlpg if pr216 is your default printer). This command will display some information about the printer followed by a
list of print requests like the following:

Rank Owner/ID Class Job Files Size Time
active lisa@tigger+4 A 4 projd.cc 4289 14:39:38
2 joe@pooh+7 A 7 myfile.txt 1501 14:40:08

This display shows thabe s print job is second in line behind one sent by the disar from the machingigger

To remove a job from the print queue that you sent in error, uspthe command followed by the print job number given by
Ipg . For example, to remove your print job above, you would type:

lprm -Ppr216 7
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7.9 Searching for Files
7.9.1 Searching by File Name
If you need to access a specific file in the filesystem and you do not know where it is located, you carfinde themmand
to find it. For example, the command
find . -name paper.txt -print
will search for the filgpaper.txt  starting in the current working directory . The command
find /bin -name ma* -print

will search for all files that begin with the characterg starting in the directorjbin . In each case, the absolute pathname of
each matching file is printed. Although the syntax oftilel command looks strange, it gets the job done. There are many
other ways to search for files wifind . Consult the online manual (Section 6) for more information.

7.9.2 Searching by Content
Sometimes it is useful to be able to search for a file based on the file’s content instead of its nagrepTleemmand can be
used to do just this. For example, the command

grep example ./*

will search all files in the current directory for the striegample . You can also use wildcards (and, in general, regular
expressions) witlgrep . For example, the command

grep ex*le ./*

will search all files in the current directory for strings starting vathand ending witHe .
7.10 Working with Floppy Disks
You can read and write DOS/Windows formatted floppy disks in Linux. There is a suite of utilities for just this purpose called

MTools. This utilities allow you to work with a floppy disk the same way you would from MSDOS. In these commands, you
refer to the floppy disk as th&: drive. Here are the 4 most useful commands:

mdir directory listing

mcd [dir name] change directory or display current directory
mcopy source dest copy a file fromsource todest

mdel file delete a file namefile

For example, to copy a file nam@d\CS\PROGRAM.CPPfrom a floppy disk to the current directory on the Linux machine,
type:
mcopy A:/CS/PROGRAM.CPP .

Notice the use of the forward slashes instead of backslashes. To copy the same file from the current directory on the Linux
machine to the current directory on the floppy disk, type

mcopy program.cpp A:

8 Security

8.1 Changing your Password

Itis always a good idea to change your password periodically. To do so, ugeghsswd command. Thgp at the beginning

of the command is short for “yellow pages”, the old name of the Network Information Service (NIS), the system that we use to
maintain passwords on our network. When you issug/ipasswd command, you will prompted for both your old password

and your new password.

When you choose a new password, it is important to choose something that is easy for you to remember, yet hard for others
(including automatic “cracker” software) to guess. Use a combination of lower and upper case letters, punctuation, and digits
in your password.
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8.2 File Permissions

Recall that when you issued tte -al  command earlier, you were presented with an expanded file listing with a line like the
following for each file:

-PWXr--r-- 1 joe joe 1606 Aug 18 1998 .xinitrc*

Recall that the first character in the first columr) {ndicates that the file is a normal file. The next 9 characters indicate the
access permissiorfer the file. The 9 characters are divided into 3 groups of 3. Each group indicates whether read (r), write
(w), and execute (x) permission is granted to a particular group of users. The first group, corresponding to the first 3 characters,
is the “user” (or file owner), the second group is the file “group”, and the third group is “other”, which consists of all users on

the system. So the line above indicates that the owner has read, write, and execute permission for the file and everyone else has
only read permission.

When the file is a normal file, the meaning of read and write permissions should be obvious. Execute permission means that
the file is executable (either a binary executable or a shell script).

When the file is actually a directory, read and write permissions refer to the ability to read the contents of the directory and
create new entries in the directory. Executable permission means that one can search in the directory (or list its contents with
Is ), but not read from or write to it.

Thechmod command is used to change the access permissions of a file or a directory. There are two ways to specify permis-
sions for a file withchmod. The first is to use aymbolic modeepresentation of the permissions. In this mode, you use some
combination ofu for user,g for group,o for other, ora for all to specify which of these group(s) of users’ permissions to
modify. Then use- to add a permission ar to take away a permission. Lastly, specify the permission(s) to add/sulstriact:
read,wfor write, orx for execute. For example, suppose the current working directory contained the following files:

drwxr-xr-x 1 joe joe 512 Jul 23 16:56 doc
-PWXT-Xr-X 1 joe joe 23034 Aug 4 11:03 progl
-rW-r--r-- 1 joe joe 1501 Aug 4 11:01 progl.cc

Then the command
chmod g+w *

gives write permission to the group for all files in the current directory. The permissions of the files would then look like:

drwxrwxr-x 1 joe joe 512 Jul 23 16:56 doc
-PWXIWXF-X 1 joe joe 23034 Aug 4 11:03 progl
-rW-rw-r-- 1 joe joe 1501 Aug 4 11:01 progl.cc

If you then issued the
chmod a-rw progl*

command, this would prevent anyone from reading or wripnggl andprogl.cc . The resulting directory listing would
look like:

drwxrwxr-x 1 joe joe 512 Jul 23 16:56 doc
-=-X-=X--X 1 joe joe 23034 Aug 4 11:03 progl
—————————— 1 joe joe 1501 Aug 4 11:01 progl.cc

It is important to restrict access to your home directory. The command
chmod go-rwx ~

takes all permissions for your home directory away from everyone but the user. This is how the permissions of your home
directory should be set. If they are not, type this command now.

The second way to use tlthmod command is to usectal mode Think of therwx permissions for a groupu( g, oro) as a
representation of a 3 bit binary number (0 — 7 in decimal). If a permission is set, that bit is a 1; otherwise it is a 0. Use the 3
octal (or decimal) digits for the 3 groups as the permission. For examplejs equivalent to 4+1=5 andav- is equivalent to

2. Taken as a groupw-r--r-- is equivalent td644 . If you wanted to grant these permissions to thegdilegl.cc , you

would type:
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chmod 644 progl.cc
To give yourself all permissions to your home directory, but everyone else none, you would type:

chmod 700 ~

9 Processes

Linux, like most modern operating systempnislltitasking which means that it can execute many programs simultaneously. A
program that is currently executing is callegracess A Linux system consists of several dozen active processes at any time.
Some of these processes agstem processelsat perform important “behind the scenes” tasks and somesaeprocesses
corresponding to programs like Netscape or Emacs.

9.1 Listing Processes

You can view the processes that are currently running on the system witlk tb@mmand. Type
ps

now and you will see something like the following:

PID TTY TIME CMD
23985 pts/0 00:00:01 bash
24001 pts/O 00:00:00 ps

This tells you that you are running 2 processes and the commandB (sed to start them wetgash (your shell) andps

(the process you just started when you entgrell The first column in the list, headed BYD, gives theprocess IDfor each
process, an integer used to uniquely identify each process. The next cdllifmives the terminal name to which the process

is attached. The third columi]ME, gives the amount of time the process has been running for (or the amount of time it has
been running since it was last sleeping or stopped).

Usingps by itself only gives information about processes that you own, which, unless you are a system administrator, is usually
all the information you need. If you want information about all the processes running on the system, you can issue the
ps aux

command. This command combines 3 options (the normal dash before options is not necessary) which, together, give informa-
tion about all processes that have users have attached to them. Here is a (significantly trimmed) example of what this output
might look like:

USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND
root 1 00 0.0 1324 76 7 S Jul23  0:12 init [5]

root 2 0.0 00 0 07 SW  Jul23  0:21 [kflushd]

root 3 00 00 0 0°? SW  Jul23  0:03 [kupdate]
root 4 0.0 0.0 0 07 SW  Jul23 0:00 [kpiod]

root 5 00 0.0 0 0? SW  Jul23  0:14 [kswapd]

root 6 0.0 00 0 0 ? SW<  Jul23  0:00 [mdrecoveryd]
root 415 0.0 0.1 1548 160 ? S Jul23  0:02 syslogd -m 0
rpc 440 0.0 0.1 21472 252 7 S Jul23 0:00 portmap

root 456 0.0 0.0 0 0°? SW  Jul23  0:00 [lockd]

root 500 0.0 0.2 5744 272 ? S Jul23 0:00 [ypbind]
nobody 566 0.0 0.0 7616 24 ? S Jul23  0:00 [identd]

root 1006 14.7 24.7 62796 31612 ? R Jul23  53:50 /etc/X11/X

joe 7892 0.0 1.2 7580 1564 ? S 14:15  0:00 gnome-session
joe 7957 0.0 1.3 4700 1700 ? S 14:15  1:39 sawmill
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joe 7966 0.0 2.1 9336 2784 ? S 14:15  3:51 panel

joe 7969 0.0 0.8 8404 1092 ? S 14:15  0:00 gmc

joe 7972 0.0 0.7 3560 968 ? S 14:15 0:11 xscreensaver
joe 7992 0.0 1.3 7676 1676 ? S 14:26  0:21 gnome-terminal
joe 7994 0.0 0.6 2440 796 pts/O S 14:26  0:01 bash

joe 12504 0.0 0.1 2004 156 pts/O S 15:08 0:00 netscape

joe 24059 0.0 0.7 2728 900 pts/O R 15:42  0:00 ps aux

This listing gives a lot of information about the 100 or so processes that are probably currently executing on the system. For
example, you can gather that the computer was rebooted last on July 23. You can see that X wetdtdd (X ) is using

almost 25% of the computer’s memory at the moment and 15% of the CPU time. You can also view the currer@Beafus (

of each of the processes in the system. Rm this column means that the processing is currently “runnable” which, as you

will learn when you take Operating Systems, means that the process is either currently running or in the ready queue, waiting
to gain access to the processor. 8indicates that the process is “sleeping” (currently not waiting to use the processor). A
Wmeans that, in addition to sleeping, the process has been “swapped out” (not currently resident in memory but on the disk
instead). Lastly, th& marks a process that is given higher priority than normal while waiting for the CPU.

9.2 Ending a Process

Sometimes you will come across a process that locks up and just won't quit, no matter what you do. In this case, the only
alternative is to force the process to quit. If the process is one that you started from the shell in the foreground, you can end

it by typing -. If the process is running in the background, you will need to issu&ithe command followed by a
process ID. For example, to kill theetscape process above, you would type:

kill 12504

If this does not work, use th® (or-s SIGKILL ) option to forcibly kill the process.
Thekill command (o—) also comes in handy when you must kill a program that you wrote with an infinite loop!

9.3 Running a Process in the Background

When you run a program in Linux, it can either be run infim@groundor in thebackground When you run a program in the
foreground (which is the default), the resulting process must finish before you get another prompt in the shell. This is fine when
you run short processes like , for example. However, if you want to run Netscape (for example) from the shell, you probably

do not want to have to quit Netscape in order to get a new prompt to, say, copy a file. The alternative is to run Netscape in
the background, which means that the new process will run concurrently with the shell prompt, and a prompt will be returned
to you immediately. To run a program in the background, simply follow the command with an ampe$$ahdr@acter. For
example, to run Netscape in the background, type:

netscape &

Generally speaking, any time you run a program that generates its own window on the desktop, it is best to run it in the
background.

If you start a program in the foreground by mistake and want to turn it into a background proc, which suspends
the process. Then type

bg
which restarts the currently suspended process in the background.
10 Creating and Editing Text Files

To write programs, you will need to usdext editor A text editor is a program that edits text files and is different frowoed
processoiin that the resulting files do not contain formatting information of any kind.
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10.1 Text Editors

In Linux, there is a wide range of text editors available. Below we list a few of these. Semathpages or the application’s
help function for more information on each one.

» Text-oriented Editors (work in a terminal window):
vi andvim (“viimproved”), pico , andemacs (more information in the next section)

» Basic GUI Editors:
gnp (Gnotepad+)gedit , andkedit

» Code-oriented GUI Editors (with syntax highlighting, indentation, etc.):
glimmer , nedit , gvim, kwrite , andxemacs (more information in the next section)

10.2 Emacs

Although you may use whichever text editor you prefer, we recommend that you learn Emacs. Emacs is an extremely powerful
and flexible program, capable of doing much more than just editing text. There exist fervent Emacs aficionados that prefer to
doall of their work through Emacs; they rarely ever type anything into a terminal window! However, Emacs can also be used
in a very intuitive manner, just like any other text editor you may have used in the past.

There are two versions of Emacs available. One version, simply atheds, works either in text mode in a terminal window
or with a GUI in its own window. Which mode is invoked depends upon whether you are logged in remotely or locally. The
other versionxemacs, only has a GUI, but with more extensive menus and a nicer scroll bar.

10.2.1 XEmacs Features

Most of the basic features aemacs are self-explanatory. You can manipulate text files in all the ways you are used to. To
start up XEmacs, type

xemacs &

in the shell. (Or you can typemacs to start up the other version. If you want to open a file on start up with either version,
follow the command with a filename.) To get rid of the opening screen, just click somewhere in the window. If, for some
reason, the program starts up with a split screen, seledtithgplit (Keep This) option from theFile menu to return to just

one window.

Menus and Buttons You can accomplish most of what you needkamacs using the mouse. There are menus at the top

of the window that allow you to do a lot of basic things like opening and closing files, printing, editing, and compiling (more
later). For instance, to open a new file, select@een. .. option from theFile menu. To select a file in the box that appears
next, use theniddle mouse button (or the left and right buttons together). There are also buttons below the menus that you can
use to do many common things.

Editing Text You can move the cursor to a new location by clicking with the left mouse button just as you would in any other
text editor. You can also select text by dragging with the left mouse button depressed. You can cut, copy, and paste text using
the Edit menu. You can also copy and paste text using just the mouse. To do so, select the text with the left mouse button
and then click with the middle mouse button on the location where you want it pasted. This process works in virtually every
window on the desktop. For example, if you want to copy a line of text from a terminal window into an Emacs window, you can
select it with the left mouse button in the terminal window and paste it into the Emacs window with the middle mouse button.

Multiple Buffers  You can have multiple files open at the same time in Emacs. These files are stored in multiple “buffers”.
If you open a new file when one is already open, the buffer holding the existing file is put into the background while the new
buffer is displayed in the foreground. To choose a buffer that is not currently in the foreground, select the name of the buffer
from theBuffers menu inxemacs.
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Working with files

C-x Cf Open (find) a file

C-x C-s Save afile

C-x C-w Save (write) afile as. ..

C-g Cancel a minibuffer command

Cx b Select an existing buffer to bring to the front
C-x C-c Quit Emacs

Moving in a document
C-v or Page Up Scroll down one page
M-v or Page Down| Scroll up one page

M-< Move to beginning of document
M-> Move to end of document
C-por? Go to previous line

C-nor| Go to next line

Cf or— Move forward one character
C-b or Move backward one character
M-f Move forward one word

M-b Move backward one word

C-a Move to beginning of line

C-e Move to end of line

Cutting and Pasting

C-w Cut (Kkill) selected text

C-k Cut (kill) a line

C-y Paste (yank) killed text

C-_orC-x u Undo (may be used repeatedly to undo several operations)
Searching

C-s i Search forward in text (repeat to search for next instance)

Figure 2: Brief Emacs command reference

10.2.2 Emacs Keyboard Commands

Every command that is in a menu (and many, many more) have keyboard equivalents in Emacs. It is sometimes useful to
know how to issue these commands from the keyboard, especially if you want emaszs remotely in text mode. Most

Emacs keyboard commands involve two special keyboard modifier kekey and the META key. Key combinations
involving the key in Emacs are prefixed withC-, both in this document and in Emacs documentation. For instance,
C-x means you should hold down t key while you pres. The META key is the key to either side of the space bar
on most keyboards. (The META key may be Iab on your keyboard.) Key combinations involving the META key are
prefixed withM-. For exampleM-x means you should hold down the META key while typ.

Some commands in Emacs have a slightly more complicated form. For ins@uxc&;-s means you should hold down the

key while typing and then hold down t key while typing. C-h t means you should hold down t
key while typing and then pres@ by itself.

When you issue a keyboard command, that command appears in the “minibuffer”, the line at the far bottom of the window. For
some commands (liking that for saving a file for the first time), you need to type something in the minibuffer (like a filename)

after the command. When you are typing anything in the minibuffer window, hittin key will automatically complete
the command or file name, if the completion is unique among all options available.
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In Figure 2, you will find a table of some of the more commonly used Emacs key combinations. If you wish to learn more
advanced features, you are encouraged to browse the detailed, easy-to-use help facility available within the application. There
is also an Emacs book in the department office that we recommend you consult, as appropriate.

11 Compiling Programs

The standard UNIX compilers are the GNU compilers, distributed as part of the GNU project. The C++ compiler igealled
and the C compiler is callegicc . You can learn more abogt++ later by looking at the man pages. (There’s a lot there!) For
now, we’'ll just look at the basics.

11.1 Compiling From the Shell

To compile a C++ program nameaodrt.cc  in the shell, simply type
g++ -0 sort sort.cc

in the terminal window. (Thecc extension is the one most commonly used for C++ programs in Linux. You can also use
.cpp extension, if you prefer.) Theo option gives the name of the executable to create; if omitted, the executable will be
calleda.out

In general you'll probably want to compile programs with more options specified. Here is a better way to compile a program:
g++ -g -Wall -0 sort sort.cc

The-g option produces debugging information in the executable, for use with a debugger such as DDD (more in Section 11.4).
The-Wall option instructs the compile to display “all warnings”. Be sure to take warnings seriously, as they may point to a
looming problem.

To compile multiple source files into one executable, just include them all on the command line. For example, to compile
sort.cc  andswap.cc into a single executable calledrt , type:
g++ -g Wall -0 sort sort.cc swap.cc

Once you have a working executable program, go to a terminal window to execute it. Make sure you are in the correct directory
and then type the name of the executable program.

11.2 Compiling From Within Emacs

You can also compile programs from within Emacs by selectin@tapile. .. option from theTools menu in eithexemacs
or emacs. (Alternatively, you can typ&-x compile .) In emacs, this will bring up the compile command

g++ -g -Wall

at the bottom of the window. IrRemacs, you may need to edit the compile command. You will need to complete this command
so that it is appropriate to the program you are compiling. For instance, if you are conggitincc  , you should add

-0 sort sort.cc

to the compile command. Then hit enter to compile your program. You'll notice that the window splits and the compiler output
is displayed in the bottom half. If there are errors in your code, you can click on the error message with the middle mouse
button to go directly to that line in the file. If you wish to hide the messages that appear in the lower half of the window, click
in the top half (where your file is) and tyf@&x 1 . You can also accomplish this by selecting one ofilmeSplit options from

theFile menu inxemacs.

In xemacs, after you have compiled a program once, you can just hit the Compile button at the top of the window to compile
the program again.

Once you have a working executable program, go to a terminal window to execute it.
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11.3 Using Make

When you are creating large software projects, it is usually a good idea to break the code into multiple source files. This way,
errors are usually easier to find and edit, and when you recompile the program you only need to recompile the file you changed
and those upon which it depends. Of course, this can become confusing and complicated when the system becomes large.

Linux has a powerful tool callethake that allows you to efficiently manage a complex project and compile it efficiently. The
make utility reads a file called a makefile that describes the files involved in the project and the dependencies between them.
Each line in a makefile is of the form:

targets: dependencies
<Tab> commands

Here,targets is a list of target files separated by spaces degendencies is a list of files on which theargets
depend. In other words, if any of the files in a dependency list is modifiaéte should recompile and/or relink the target. The
commands are the commands used to recreate the targets. (Note thal#iie- precedingcommands really must be a tab
character and not several spaces.)

For example, consider the following simple makefile:
# A simple makefile

sort: sort.o list.o
g++ sort.o list.o -0 sort

sort.o: sort.cc sort.h
g++ -g -Cc sort.cc

list.o: list.cc list.h
g++ -g -c list.cc

This file states that the executalslert is dependent on the object fileert.o andlist.o . If either of these object files
change, the commargi+ sort.o list.o -0 sort should be used to recreate (lirdgrt from the object files. The
next two groups show how to create the object files. The first statesdhtat  should be recreated (compiled usiggt) if
sort.cc orsort.h changes. (Thec optiontog++ tells the compiler to only compile, creating object files, and not to link
them together.) The third group does a similar thinglifsttco . So, you can see that if, for examplist.h is modified,
list.o  andthersort will need to be recreated babrt.o  will not.

To use this makefile, it should be placed in the same directory as the source files andvieleél: . Then, execute

make sort

to compile and link everything.
Here is a more complicated example of a makefile:

# Makefile for compiling a network sender project

CC = g++

LD = g++

INCDIR = -l./

CFLAGS = -g -¢ $(INCDIR)
LDFLAGS =

all: sender

sender: sender.o packet.o ack.o
$(LD) $(LDFLAGS) sender.o packet.o ack.o -0 sender

sender.o: sender.cc packet.cc ack.cc proj.h packet.h ack.h
$(CC) $(CFLAGS) sender.cc
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packet.o: packet.cc ack.cc packet.h ack.h
$(CC) $(CFLAGS) packet.cc

ack.o: ack.cc ack.h
$(CC) $(CFLAGS) ack.cc

clean:
rm *.o

In this makefile, you see the use mfacroslike CC(the name of the compiler) aridD (the name of the linker). Macros can
sometimes simplify a makefile and make it easier to modify. For example, if we wanted to change the compiler we could
just change the definition of theC macro instead of changing each and every command list. INB®IR, CFLAGS and
LDFLAGSmacros contain an option giving additional directories in which to look for header files, compiler options, and linker
options, respectively.

Theall target can be followed by the default target(s) you want to create if no target is specified on the command line. In this
case, ifmake is given on the command line by itself, the targehder will be created. Thelean target at the end can be
used to remove unneeded object files from the directory.

11.4 Debugging

The standard Linux debugger is called GDB (GNU DeBugger). It is a command line debugger, which means that you can step
through your program, add breakpoints, display variable values, etc. by typing in commands at a prompt. Normally, however,

it is more convenient to be able to use a GUI debugger to debug your code. There are a couple of GUI debuggers available for
Linux, both of which are graphical front ends to GDB. XXGDgx@db ) is a relatively simple front end, while GNU DDD

(Data Display Debugger) has a more sophisticated interface that, among other things, incorporates an interactive graphical data
display feature, where data structures are displayed as graphs.

You can start up DDD by typinddd in the shell, followed by the name of your executable program. In order for the source
program to be visible to the debugger, you had to have compiled the program with thation, which includes debugging
information in the executable. To simply run your program in DDD, presRiine button in the small floating window that
appear$. The output of your program will be displayed in the window below your source codelréreupt button will stop

a running program, the same wa— does in the shell. If you want to continue to run your program from where you
left off, press theCont button.

Usually, when you are debugging a program, you want the program to stop execution at some point so that you can examine the
value of a variable or check some other part of your program. To stop your program, ydarsakpoint To set a breakpoint,

find the line of your source code where you wish to stop and click to the left of it with the left mouse button. Then press the
Break button (with the stop sign) below the menu bar. A stop sign icon should appear to the left of the line. Now, when you
run your program, execution will stop every time this line is reached. You can set as many breakpoints as needed. To clear a
breakpoint, do the same thing, except this time the stop sign will be dimmed and the button Wileaaynstead.

If you wish to have your program stop every time the value of some variable changes, you camasel@oint To set a
watchpoint, left-click on a variable name in your source code and pres§dteh button below the menu bar.

Once your program has stopped, there are two options (buttons) for stepping through your program a line at &tépe —
andNext. To step means to proceed to the next line of source code in your program, even if it is inside a function. The Next
option advances to the next source line, but treats function calls as if they were single instructioBtepi @dNexti buttons

behave similarly, but recognize individual machine language instructions, not lines of source code.

To view the value of a variable as your program runs, select that variable name by left-clicking on it and then [Dessddie
button below the menu bar. A box with that variable’s value will appear in a new window above your source code.

These are the basics of DDD. But there is quite a bit more to learn if you desire. The display function of DDD, in particular, is
quite sophisticated and flexible. Under tHelp menu, you can find context sensitive help and a detailed manual (also available
atwww.gnu.org/manual/ddd/ ). You will also notice that if you linger over a button with the cursor, a description of that
button will appear.

5f you need to supply command line arguments to your program, seleBith@ption from theProgram menu (or pres).
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12 Networking

Linux was designed from the start to be a net-centric operating system. For the most part, network resources can be used
in Linux seamlessly. Many times, you do not even realize you are using the network. We saw two examples of this earlier:
remotely stored passwords with NIS and accessing your home directory via NFS.

Linux is complete with all the standard network tools including Netscape Navigator, FTP, Telnet, etc.

12.1 World Wide Web

To use Netscape, just typetscape on the command line.

There is also a text-oriented browser called Lylyxx ) that you might want to use on the rare occasions that you only have a
text interface to a computer.

12.2 Remote Login

You can remotely log in to any Linux computer on our network by usatiget . For example, if you currently usirt@gyger
and you want to log in tpooh , open another terminal window and type:

telnet pooh

You will be presented with a login prompt and then you can use a sh@iboh as if you were actually seated in front of that
machine. This is especially useful if you want to do some text-oriented work from somewhere else on campus. To end your
telnet  session, typexit

There is one problem wittelnet  however. When you type your passwordéimet , itis sent over the network as cleartext.
Theoretically, someone can “sniff” out your password by intercepting the data stream on the local network. Therefore, a better
way to remotely log in to a machine is by usiagh (secure shell)Ssh sets up a secure encrypted connection between two
machines. You can usssh basically the same way #slnet . For example, use

ssh tigger

to securely log in taigger . You may see a message like the following:

The authenticity of host ’tigger (140.141.132.78)' can’'t be established.
DSA key fingerprint is 70:fa:15:6f:9f.da:2a:a8:b3:5d:61:8b:56:3a:c0:a9.
Are you sure you want to continue connecting (yes/no)?

Simply answeyes and you will be prompted for your password. To end yssin session, typexit

12.3 Remote X Windows

Beyond text-based remote login, X Windows actually allows you to see GUI applications that you are running on another
computer on the display in front of you. This is very useful if you are working on a machine (say, in your room) that does not
have a particular application installed, but it is installed on another computer to which you have access (say, in an Olin lab). It
may also be convenient to use this capability even if you have the application locally but you need to access a file in your home
directory which is only available from machines in the labs.

X Windows is anevent-driversystem, meaning that X Windows interceptentdike mouse clicks and key presses, and puts

them in anevent queuassociated with the corresponding application. The X Windows system that is running on the machine

in front of you (and intercepting events and displaying applications) is called an X Wirskwest Application programs are
calledclients X Windows clients may be eithéocal or remote A local client is an application that is running on the same
machine as the server that is hosting it. A remote client is an application that is running on a different machine on the network,
but being displayed on the screen managed by the server. When an event is detected on the local machine that corresponds to ¢
remote client’s window, that event is sent to the remote client over the network. The remote client then reacts to the event (by
redrawing its window, for example) and this reaction is reflected on the local screen.

To start up a remote client application, you will first need to give permission to applications on the remote machine to use this
server. To do this, issue the command
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xhost +remote-host

in a local shell, whereemote-host is the name of the remote host. Then log in to the remote host on which you want to
start the application. Once you are logged in, you have to specify that applications you start should be displayed on your local
machine instead of on the remote one. To do this, you need to sSet#fAY environment variable:

DISPLAY=local-host:0

The valudocal-host is the name of the host running the X server (the one at which you are sitting)0 Tisethe display
number. Now you are ready to execute a client application. For example, execetsugpe now on the remote host will
display the Netscape application on your screen.

12.4 Novell Access

From Linux, you can access your “U: drive” on the Novell file server. To do so, you must first create a subdirectory somewhere
in your home directory where your Novell directory will be mounted. To do this, type

mkdir udrive

in a shell window. (You can call your directory whatever you want; it need not be aatlede .) Then, when you want to
access your U: drive, issue the command

ncpmount -S BIGRED -U username ~/udrive

from the shell. Replacedrive  with the name of the directory you created above asername with your Novell username.
You will be prompted for your Novell password. After logging in, you can access your Novell directory througtirthe
directory as if it were actually a part of the local filesystem.

Before you logout from Linux, logout of Novell by executing
ncpumount ~/udrive

from a shell window.
To access the “G: Drive”, where your instructor’s Public and Private folders reside, mount the server like:
ncpmount -S CAMPUS -U username ~/gdrive

wheregdrive is the name of another directory you create in your home directory. The instructors’ example folders will be in
the directory

“/gdrive/userdata/Mathsci/MathSci-Lab
and the instructors’ Private (or inbox) folders will be in the directory

“/gdrive/userdata/Private/Faculty
It might be handy to make symbolic links (aliases) to these subdirectories witihh tbemmand.

13 Customizing your Account with Shell Scripts

Besides a command interpreter, Linux shells also include a programming language of their own. Programs written in a shell
programming language are usually cal&dell scripts Shell scripts are executed by typing their name on the command line, just

like binary executables. (A shell script must have executable permission to be executed.) When executed, the shell interprets
the commands in the shell script as if they were being typed on the command line. We will specifically disdusshthe

shell here. The shell scripts with which you are most likely to come into contact are dadisld _profile , .bashrc , and

.bash _logout , all located in your home directory. The first script is executed automatically by the shell when you log in, the
second is executed every time you start a irash shell, and the third is executed when you log out. An in-depth discussion

of bash shell programming is well beyond the scope of this tutorial, but we will very briefly discuss some of the basics here

— just enough to get you familiar with these initialization files.

Here is an example of a simpleash _profile  file:
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# User specific environment variables
PATH="$PATH:.:"/bin:/bin:/usr/bin:/usr/local/bin:/sbin:/usr/sbin:/usr/X11R6/bin"
CDPATH="$CDPATH:.:"/"

PS1="\u@\h> "

PRINTER="pr219"

USER=%$(id -un)

HOSTNAME=3$(/bin/hostname)

export PATH CDPATH PS1 USER MAIL PRINTER HOSTNAME
umask 077

# Get the aliases and functions from .bashrc
if [ -f "/.bashrc ]; then

. "I.bashrc
fi

The first line in the file above is a comment, which is ignored by the shell. The next seven lines assign values to a variety of
environment variablesThere are two types of variableshiash : environment variableanduser-defined variables he values

of environment variables are used by the shell and programs executed from the shell to customize their execution. User-defined
variables are used as temporary locations for data during a shell script. You can enter the command

printenv

to see the values of all currently set environment variables. The value of an environment variable can be set by using an
assignment statement like those above. For example, the statement

PS1="u@\h> "

sets your shell prompt to the foraser@host> . The special charact&r stands for your user name and the special character
\h stands for the machine’s host name. Similarly, in the statement

PS1="W$ "

the\w is a special character that stands for the current working directory. So this command changes your prompt to the name
of the working directory followed by & and a space.

The PATHvariable contains a list of directories (separated by colons) in which the shell will look for programs whose names
you type on the command line. If you need to execute a common program by typing its absolute pathname on the command
line, add the directory to this list and you can simply type the program name from now on. Notice the mesRATofat

the beginning of the list. When a variable name is prefixed %jtthe value of the variable is returned. So, in this case, we are
appending the list of directories to the current valu®&fTH The CDPATHariable contains a list of directories in which the

shell looks for relative pathnames specified with tdecommand. ThéRINTERvariable contains the name of your default
printer. TheUSERvariable contains your user name. The syntax on the right hand side of the assignmembinficand
substitution This means that the command inside $ieommand) construct is executed and the result is assigned to the
variable. In this case, thd -un command returns your user name. TH®STNAMEariable contains the host name of the
machine. Thébin/hostname  command gets this information and the result is stored in the variable.

After the variable assignments is tegport command. This command causes the variables that follow to be copied by the
shell to every program executed from the shell. For example, if we diéxuirt PRINTER here, the default printer name
would not be known to thipr command later.

Theumask command specifies the default access permissions for new files that you creabd. riaskargument oumask

specifies which permissions should be turned off when a new file is created. The default permissions are obtained by subtracting
the argument ofimask from 666 for files and777 for directories. In this case, the default permissions are sé0f

(rw------- ) for files and700 (rwx------ ) for directories.

The last part of the file is an example of a conditional construct. This particular statement tests to see if/thadtec
exists and if so, executes it. See one of the references in the bibliography for more information about shell programming if you
are curious about how this works.

In your .bashrc file, you will find a number ofalias commands. Aliases are shorthand for commonly used commands.
For example, the command
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alias rm="rm -i"

makesm (the remove file command) an alias fon -i , which means that every time you delete a file, you are asked whether
you are sure you want to delete it. (THe option is short for “interactive”. Without this optionn would delete a file without
asking first.)

If you want to print the value of a variable (or anything else) on the screen, you can use the eitmpleommand. For
example,

echo Hello World!
printsHello World!  in the shell. To print the value of a variable, prefix the variable name $viffor example,
echo $PS1

prints the value of th®S1 variable in the shell.
You are encouraged to make changes to these configuration files as you please. After you make a change, execute

source “/.bash  _profile

(or substitute another shell script) to execute the script and institute the changes.

14 How to Learn More

We encourage you to play around with these systems so that you begin to feel more comfortable with them. Linux provides
a very powerful environment in which to work (and play!). There is tons more to learn, if you are so inclined. The menu in
the Panel at the bottom of the screen is a good starting point. Also refer to the command reference in Appendix B and the
bibliography below for information on more applications and commands.
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A UNIX Machine Information

Below you will find more detailed information about the computers in our department running some variant of UNIX.

The hostname of each machine is a symbolic name and is in the Internet doatasci.denison.edu . Hencegala is
really calledgala.mathsci.denison.edu , for example.

You will be able to use the information below to log in to these machines remotely using ssh or remote X Windows (from the
computer in your room, for example). Virtually any number of users can be logged in to one machine at the same time and not
interfere with each others work.

A.1 RedHatLinux9

Hostname Hardware CPU Location
219a,219b, ...,219p, and219in Dell Optiplex GX150| 1GHz Pentium Il | Olin 219
scooby Dell Optiplex GX260| 2.4GHz Pentium 4 Olin 216*
shaggy K “ Olin 216°
velma " i} Olin 216°
fred § ” Olin 216*
daphne " ” Olin 216°

A.2 Mac OS X 10.2

Hostname Computer CPU | Location ‘
217a,217b,...,217x,and217in Power Mac G4| 2 x 1.25GHz PowerPC G4 Olin 217
gala Power Mac G4| 2 x 1GHz PowerPC G4 | Olin 216
rome ” ” Olin 216

A.3 Sun Solaris 8

Hostname Computer CPU | Location‘
sunshine Sun Enterprise 250 2 x 400MHz UltraSPARC-II| Olin 218
sonny Sun Blade 150 550MHz UltraSPARC-Ili Olin 216
cher i § Olin 216

A.4 Silicon Graphics IRIX 6.5

’ Hostname| Computer | CPU | Location ‘
| iris | silicon Graphics Octang¢ 300MHz MIPS R12000| Olin 216 |

*These machines may also have Windows XP installed, as needed.
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B Linux Command Reference

The following is a (brief) summary of many of the commands available in Linux. Look antdrepages to learn more about
them. In what follows, text parameters enclosed in square bragkét9 are optional.

Special Symbols

the current directory

the parent directory

your home directory

/ separator between directories in a pathname

wildcard in a filename that matches any sequence of characters
? wildcard in a filename that matches any single character

&  runa process in the background

Example: emacs & runsemacs inthe background, freeing up the terminal.

Account Management

yppasswd  Change your password on the NIS server.
ypchfn Change your full name on the NIS server.

ypchsh Change your default shell on the NIS server.
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Applications

abiword

acroread

emacs, xemacs

exmh

gedit

gimp
glimmer

gnp
gnumeric

gv file

kedit , kwrite

kword , kspread

kpresenter
killustrator

latex
nedit
netscape

soffice

a word processor

Adobe Acrobat Reader

a very well endowed text editor.
an electronic mail client

a simple text editor

the GNU image manipulation program (similar to PhotoShop)
a code-oriented text editor

the gnotepad+ text editor

a spreadsheet program

display postscript fildile

KDE text editors

the KOffice office application suite

a typesetting program used by mathematicians and scientists (see references below)
a text editor

the web browser (and e-mail client, etc.)

StarOffice is an office application suite, complete with a word processor, spreadsheet, HTML editor,
etc. Itis Microsoft Office compatible.

To use StarOffice, you must first rursr/local/office52/program/setup from your
home directory. This will install about 2 MB of stuff in a directory calleffice52 . After
installation, you can run StarOffice by executswffice  in theoffice52  subdirectory.

27



Disk and File System Manipulation

cd [dir] Change the current working directoryda .
cp [[-][-R] filel file2 Copyfilel to file or directoryfile2

Options: -f  force copy without asking
-i  interactive — ask before copying
-R recursively copy directory and its contents

Examples: cp sort.cc sort/sort.cc copiessort.cc  from the current directory to the subdirectagrt .
cp /home/173/example.cc . copiesexample.cc  from/home/173/ to the current directory.
df Display disk space available on each mounted volume.
du [directories] Display the space used by files in the current directorgligectories if
specified.
fdformat /dev/fdO Format a floppy diskidev/fd0 is the name of the floppy disk drive.
find dir -name file -print Find and print locations ofile  on the disk by descending the file system
from directorydir .
Examples: find . -name foo.bar -print prints location ofoo.bar , starting from current directory.
find /home -name '*.txt'" -print prints location of files ending irixt , starting from’home .
In -s source [dest] Make a symbolic link (alias) for the filsource in the current directory or

name the linldest .
Is [-a][-F][-N[-R] [files] List contents of current directory dites , which may be files or directories.

Options: -a show all files, even those prefaced with a
-F follow directory names with &
-l show file sizes, dates, and permissions
-R list subdirectories recursively

mkdir dirs Create directory(ies) with name(@irs
mtools Tools to read DOS disksr{copy, mdir , etc.)
mv [-f][-i] filel file2 Movefilel to file or directoryfile2

Options: -f  force move without asking
- interactive — ask before moving

Examples: mv sort/sort.cc . movessort.cc  from subdirectorysort to the current directory.
mv sort.cc sorting.cc renamesort.cc  tosorting.cc
pwd Print the name of the current working directory.
rm [-R][-f] files Delete (removejiles

Options: -R remove files and directories recursively
-f  force delete — do not ask before deleting

rmdir [dir] Delete (remove) directorglir . The directory must be empty.
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File Manipulation

cat [files] Print files to standard output. Reads from standard input by default.
Examples: cat file.txt displaysfile.txt
cat > file.txt createdile.txt from standard input.
cat fl.txt f2.txt > f3.txt writes concatenation diL..txt  andf2.txt  tof3.txt
diff filel file2 Display the differences betweditel andfile2 . The output prefaces lines

expand [-t num] files

fromfilel with <and lines fronfile2  with >.

Convert the tabs ifiles  to spaces. Specify the number of spaces with-the
option.

grep [-i][-n] regexp files Find instances of regular expressi@gexp in files

Options: -i  ignore case

-n display line numbers with occurrences

gzip [-r][-v] [files]

Compresdiles  (or standard input, by default) using Lempel-Ziv encoding.

Options: -r descend recursively into directories

-v  verbose output

gunzip [-r][-v] [files]
head [-n num] [files]

more [files]

tail [-n num] [files]
tar cf tarfile files

tar xf tarfile

File Permissions

chmod mode files

Decompres§iles  (or standard input by default) compressed vgtip .
Display firstnum (10 by default) lines ofiles

Display files one page at a time. During the display, type spacebar to see next
page, return to show next line,to show line numberpattern  to search for
pattern , orq to quit.

Display lasthum (10 by default) lines ofiles
Create an archive calladrfile containingdfiles

Extract files from an archive calladrfile

Set accesmode (permissions) fofiles . There are two ways to specify permissions for a file.

1. First, use some combination offor user,g for group,o for other, ora for all to specify
which of these group(s) of users’ permissions to modify. Thentuseadd a permission or
to take away a permission. Lastly, specify the permission(s) to add/sultréat.read,w for
write, orx for execute.

Example:chmod go-rw * takes away read and write permission from group and other for all
files in the current directory.

2. Think of therwx for a group @, g, or 0) as a representation of a 3 bit binary number (0 —7
in decimal). If a permission is set, that bit is a 1; otherwise it is a 0. Use the 3 decimal digits for
the 3 groups as the permission.

Example:chmod 744 * gives all permissions to user, and only read permission to group and
other.
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Help

apropos [-w wildcard] keyword
info [topic]

man [section] [topic]

Miscellaneous

Search manual pages feeyword .
Display help orcommand

Display manual page otcommandin section

cal [[month] year] Display a calendar for a month or year. By default, display the current month.
clear Clear the terminal screen.
date Display current date and time.
xclock a graphical analog clock
Networking

finger name@host

ftp host

host [host]

hostname [-d]

ncpmount -S server -U user dir
ncpumount dir

ssh [host]

telnet [host]

rusers

Printing

Ipg [-Pprinter]
lpr [-Pprinter] [files]

Iprm [-Pprinter] [job nums]

Process Management

Lookup a user bypame on machinéhost .

Initiate file transfer protocol with remote machihest .

Convert host name to IP address, or vice versa, using default name server.
Display host name of this machine. Tk option displays domain instead.
Mount NetWare serveserver on directorydir as useuser .

Unmount the NetWare server mountedain .

Remotely log in to the machirteost securely.

Remotely log in to the machireost .

Query users logged onto systems on local network.

Display contents of default printer queue or queugpraifter
Printfiles  to default printer oprinter

Remove jobs with numbersums from a printer queue.

kill [-9] pid End process with processjiid . The-9 option Kills the process unconditionally.

nice command Executecommandwith lower than normal priority (to be “nice”).

ps [aux] Display information about currently executing processes. dihe options show a lot of
information about all processes in the system.

top Display the top processes with respect to CPU utilizationgHa quit.
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Programming

ddd Data Display Debugger (you must compile with tige option to use the debugger on your program)
gcc the GNU C compiler

g++ the GNU C++ compiler

gdb the GNU command line debugger

xxgdb X front end to GDB

System Resource Information

free Show free memory and swap space.
uptime  Show amount of time passed since machine was last booted.
who Show who is logged into the local host.

whoami  Show your login name.
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